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sFlow Ubersicht |

©2004 BKM Dienstleistungs GmbH

> Wer benutzt das Netzwerk?

» Welche Applikationen laufen Uber das Netzwerk?

» Wie viel Bandbreite bendtigen die Applikationen?
> Ist meine IT Security Policy effizient?

» Ist diese ordnungsgeman implementiert?
> Wie viel Bandbreite benétigen die neuen Applikationen?
> Warum ist unsere Applikation so langsam?

» Ist die Performance des Netzwerks ausreichend?
> Warum ist der Server so langsam bzw. nicht erreichbar?
> Wie viele Server benétigen wir?

» Wo sollen die Server angeschlossen sein bzw. stehen?

» Kénnen auf einem Server auch mehrere Applikationen laufen?

Die haufigsten Fragen an einen Netzwerk Administrator

)
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> Genau
» Quantitative Traffic Messungen bei Gb/s Geschwindigkeiten
» Forwarding Information
@ > Echtzeit
» Up-to-date Statistiken Uber Traffic Flows
@~ > Skalierbar
=S » Uberwacht tausende Switchports von einer Zentrale aus
» Switch oder Router
» Keine Performanceverluste
» Geringer Netzwerklast
g > Kostengiinstiger Implementation
» Kein zusatzlicher Speicher nétig
» Geringe CPU Anforderungen
> Standard Interface
» Interoperabilitdt zwischen Hardware und Applikation

sFlow (RFC 3176) — Making the Network Visible

)

> Netzwerkfehlersuche:

» Schnelle Identifizierung, Diagnose und Uberlastungskontrolle

» Detaillierte Daten ermoglichen schnelle Problemlésung und

minimieren somit die Ausfallzeit(-kosten)
> ldentifizierung von Angriffen:

» Angegriffene Hosts

» Port Scanning, Address Space Scanning

» Peer-to-Peer Applikationen

» Nicht autorisierter Zugriff auf Applikationen und Hosts

» Denial of Service Attacks

> Definition der Firewall Policies durch Klassifizierung

des Datenverkehrs
> Netzwerkplanung und kostengiinstige Upgrades

Was kann sFlow flr Sie tun? |J
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> Abrechnung der Netzwerkbenutzung

» Detaillierte Daten Uber die Netzwerknutzung:
Benutzer
Benutzergruppen
Applikation
Source/Destination vom Datenverkehr

» Unterschiedliche Abrechnung flr interne und externe

Benutzer
> Berechung von Value Added Services

» Voice over IP

> Neue Abrechnungsmaoglichkeiten entwickeln
» Kenntnisse Uber die Benutzeraktivitaten

sFlow Vorteil: Accounting/Billing |]

sFlow Applikation
= - Packet Header Analysis:
- MAC
» VLAN (802.1q and 802.1p)
« IPv4 Header, incl. TCP, UDP, ICMP
* IPv6
- IPX
* AppleTalk
* Input/Output Ports
* Next Hop Address
» Source AS, Source Peer AS

sFlow Datagram - Destination AS Path
» Communities, Local Preference

» User Name (802.1x/RADIUS/TACACS)
* Interface Statistics
Packet Payload (up to 256 bytes total)

sFlow Collector

Flow Agent &
<

Network Traffic Monitoring mit sFlow

)
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Packet Capture Y E BGP4
Interface Counters P Y Source AS Y
Protocols: . Source Peer AS Y
Packet Headers Y Destination AS Y
Ethernet/IEEE 802.3 Y Destination Peer AS Y
IP/ICMP/TCP/UDP Y Communities Y
IPX Y AS Path Y
AppleTalk Y Real-Time Data Collection Y
Layer 2: . Configuration .
Input/Output Interface Y Configurable without SNMP Y
Input/Output Priority Y Configurable via SNMP Y
Input/Output VLAN Y Low Cost Y
Layer 3: . Scalable (Switch/Interfaces Collector) Y
Source Subnet/Prefix Y Wire-Speed Y
Destination Subnet/Prefix Y
Next Hop Y N = Feature not supported

P = Feature partially supported
Y = Feature supported

Vergleich von sFlow mit anderen Technologien

)

sFlow

About sFlow.org + Mews » Discussion

About sFlovs & Using sFlow s Products s Developer Information . .
5 ST
-t

Ha g E

sFlow® is a monitoring technology that gives
complete visibility into the use of networks,
enabling performance optimization,
accounting/billing for usage, and defense
against security threats.

sFlow.org drives the widespread adoption of
sFlow by end users, network equiprnent and
software vendors,

Mews & Events
Network Security Turned Inside Qut

..industry standard sFlaw...protecting the
netwark from the insids .. .Read more.,

Users tap network-monitoring
technology
...sFlow gives us real-time statistics on
every port in the network.. Read more.

Read all News

Participants Search

& | in —

About sFlow + Using sFlow + Products « Developer Information
About sFlow.org + Mews + Discussion + Participants + Siterna
Copyright @ 2003-2004 sFlow.arg. all rights reserved.

Web Design by POP Interactive.

www.sFlow.org |j
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sFlow Packet Sampling |

> Ein Flow ist eindeutig identifizierbar anhand der
Kombination von folgenden sieben Feldern:
» Source IP Address
» Destination |IP Address
» Source Port Number
» Destination Port Number
» Layer 3 Protocol Type
» ToS Byte
» Input logical Interface (ifindex)

Was ist ein Flow? |J

www.decus.de 6
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sFlow RFC 3176
published, Foundry
implements sFlow

Cisco, Juniper
implements Packet
Sampling in ASICs

10 Gb/s
Switched

HP introduces
EASE/Extended
RMON Embedded
Packet Sampling

Telecom 1991:
HP Demo Packet
Sampling, University
of Geneva, CERN

1 Gb/s
Switched

100 Mb/s Switched

100 Mb/s Shared

10 Mb/s Shared

n

1991 1992 1993 1994 1995 1996 1997 1998 1999 2000 2001 2002 2003 2004

Entwicklung von Paket Sampling 'J

Estimating Traffic per Protocol

Total number of frames = N

Total number of samples = n _ c
Number of samples in class = ¢ N - ° N
Number of frames in the class estimated by: ¢ n

% Error

Relative Sampling Error

100% [ AN (R (AT I
=+ NHH— o A HH I =+ HHE = ==+ H -
A I 1 ey A o A M S
750/0 H - H I H
A 1" Y o o A M B 1
Lo [ AN [ [ R
50% 4 T T NI I T T E T DT T 1 T e Yoerror <196, |—
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Number of Samples in Class

Statistical Model for Packet Sampling |

www.decus.de
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>
Traffic
sFlow Collector/ - Data
Analyzer

— Analysis
\glow Datagram
sFlow Agent &
&
=N —_—

< \——ﬁ—///
— ~—

—

sFlow Traffic Monitoring System

sFlow Sampling

P

sFlow Datagram

Wait for Packet

e

No

Assign Destination
Interface

Switch/Router

Decrement Skip
Increment Total_Packets

Management At
Agent
3 Skip = NextSkip(Rate)
Increment Total_Samples
Interface -
Counter Flow Send copy of sampled Packet, RO
Samples Source Interface, Destination
Interface, Total_Samples and

Switching/Routing ASIC\LL Total_Packet to Agent Send Packet to

| Desti

i Interface

sFlow Agent Embedded in Switch/Router

20. April 2004
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Total_Packets = 0
Total_Samples =0
Skip = NextSkip(Rate)

Wait for Packet

Assign Destination
Interface

!

Decrement Skip
Increment Total_Packets

Skip = NextSkip(Rate) Yes
Increment Total_Samples

‘ No

Send copy of sampled Packet,

Source Interface, Destination

Interface, Total_Samples and
Total_Packet to Agent Send Packet to

Destination Interface

sFlow Sampling Process 'j

f

sFlow Datagram
Interface Statistics + Samples

: UDP Header
Data-Link| IP Header i pa

sFlow Collector

Switch/Router

Interface sFlow
Counters Agent
Forwarding_—~*

Tables
Management

Switching 1inN
ASIC Sampling

sFlow Datagram

)
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> Interface statistics samples (RFC 1573, RFC 2233, and RFC 2358):
» iflndex

ifType

ifSpeed

ifDirection

ifStatus

ifinOctets

ifinUcastPkts

ifinMulticastPkts

ifinBroadcastPkts

ifinDiscards

ifinErrors

ifinUnknownProtos

ifOutOctets

ifOutUcastPkts

ifOutMulticastPkts

ifOutBroadcastPkts

ifOutDiscards

ifOutErrors

ifPromiscuousMode

¥ ¥ ¥ Y ¥ ¥ ¥ ¥ Y¥Y Y Y VYyYYyYVyYyYryrvyvyey

sFlow Datagram: Interface Statistics |

> Flow sample:
» Packet header (up to 256 Bytes)
MAC, IP, IPX, AppleTalk, HTTP, FTP,DNS...
» Sample process parameters (rate, pool etc.)
» Switch
Input/Output Ports
Priority (IP TOS/DSCP)
VLAN (IEEE 802.1q Number and IEEE 802.1p Priority)
» Router
Source/Destination Prefix
Next Hop Address
Source AS, Source Peer AS
Destination AS Path
BGP Communities, Local Preference
» User
User IDs (TACACS/RADIUS/802.1X) for source/destination
» URL
URL associated with source/destination

sFlow Datagram: Flow Sample

20. April 2004
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sFlow Hardware |

©2004 BKM Dienstleistungs GmbH

> Extreme Networks
» BlackDiamond 10808
> Foundry Networks
» Biglron Series (Terathon, JetCore)
» Netlron Series (Terathon, JetCore)
» Fastlron Series (JetCore)
> Hewlett-Packard
» ProCurve 5300xI series
» ProCurve 9300m series
> Hitachi
» GR4000
» GS4000
> InMon Corp.
» sFlow Probe
> ntop.org
» ntop
> QoSmetrics
» NetWarrior

sFlow Network Equipment |J

2

20. April 2004
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> Biglron

» Enterprise-class Layer 2/Layer 3 Switches
> Netlron

» Metro and ISP Router
> Fastlron

» Workgroup Layer2/Layer 3 Switches

S .l HEE.

A_.__..{ ,'_-';'_:. .}T Lt '

HP ProCurve Switch5348x HP ProCurve Routing Switch 9315m

Hewlett-Packard 'J

www.decus.de 12
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#nprobe -h
Welcome to nprobe v.3.0 for i686-pc-linux
Built on 01/05/04 04:46:01 PM

Copyright 2002-04 by Luca Deri <deri@ntop.org>

Usage:

nprobe -n <host:port> [-i <interface>] [-t <dump timeout>]

[-d
[-p
[-P

[-I
[-z
[-x
[-m
[-s
[-T

nBox8

<idle timeout>] [-1 <send timeout>] [-s <scan cycle>]

<level>] [-f <filter>] [-a] [-Db]

<path>] [-D <format>] [-u <device index>] [-v]

<probe name>] [-w <hash size>] [-e <flow delay>]

<min flow size>] [-M <max num active flows>][-R <payload Len>]
<payload policy>] [-N <key>] [-E <engine>]

<min # flows>] [-r <dump file>] [-g <host:port>]

<sample rate>] [-A <AS list>] [-g <PID file>]

<Flow Template>] [-U <Flow Template Id>]

ntop.org

www.decus.de

sFlow Applikationen |

©2004 BKM Dienstleistungs GmbH
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> Ethereal: Ethereal Network Protocol Analyzer
> Foundry Networks: /ronView

> Genie Network Resource Management Inc.:
GenieNTG 2500

> Hewlett-Packard: HP Internet Usage Manager,
HP OpenView Performance Insight,
HP ProCurve Manager Plus

> Infosim Networking Solutions AG: StableNet PME
> InMon Corp.: InMon Traffic Server, sflowtool

> NetScout: nGenius Performance Manager, nGenius
Probes

> ntop.org: ntop
> QoSmetrix: NetWarrior

sFlow Applikationen

=18 x]

Fe Edl Vew o Coolus fnshoe  Slacics Heb
B el x [R[S] B¢ »] (32 Qe #DEX G )
Mo. |Tme Souce | Destrien Proiceol | ivko E
(-1

7 B 400438 172.30.1. 200 172.30.1.1 1cMp pestinarios
§ 7.400308  177.30.1.1 172.30.1. 200 sflow  cElow i,
9 7.400407 l? 1.200 172.30.1.1 TCMP pest inat fo
A B At s At Eatd rmmmmdm = B L v ook

, £0q 1118, 1 samples

AL AL
T =

=
B INternet Protocol, Src Addr: 172,30.1.1 (172.30.1.1), DSt Addr: 172.30,1.200 (172.30.1.200) E

B user Datagram Protocol, Src Port: SBEB (BBEE), Ost Port: 5343 (6343)
B tnHen sFlow

reion: 2
.Agu!lt address: 172.30.1.1 {(172.30.1.1)
Sequence mumber: 1117
Tysupt ima: 1
NumSamples ;1
BFlow sa:np]e seq 73l
sF'Iw sample t yue F'Iow sample (1)
equence numbe
our e 1D lass { 1r|de !
sampling ate 1 out of 128 uaclets
sas: 1tal pac

a 2
Header protoc Ethernet (1)
Frame Length: bytes

Header of i packet: 0050734344%40050043E00550B004 510,
res uU.SO.da.Je.dD.iS, Ost: 00:50:73:43 a4 9&

Sro &ddr 1! 1(}9 66 [Il-’ . lﬂ'i (N') L‘il .M!dr 217.9.98.1 (217.9.98.1)

B bomatn Nwe )s(em {query)

B Extended switch information
Incoming 80Z.1q vLAN: 100
outgeing B02.1q vLAN: 0
tncoming §02.1p prioriTy: 100
outgoing 802.1p priority: o

H =L

0090 d9 09 62 (1 43 7 (1 10 sabh
00a0 00 01 00 00 07 68 &Ff T4 sesy
0060  6d 61 69 G 03 &d 73 68 03 63 of 6d 00 00 01 00
00<0 01 00 00 29 08 00 00 00 80 00 00 00 00 55 00 00 sesdea
00d0 00 ©1 00 00 00 01 00 00 00 64 00 00 00 G0 00 00

roaf o P Tor Favans

By -

Ethereal Network Protocol Analyzer |

J

2

www.decus.de

20. April 2004

14



IT-Symposium 2004

Repart header

Navigation
armows

Data presented in a
graph, if enabled

Colar legend

Data presented in a—p

table, if enabled

Remaining traffic

—»]

T e,

sFlow Monitoring

tort FOUNDRY
- sFlow Monitoring E% FOUNDRY

[aME: &1l Foundry Devices: 4018 4502 (132,158 144.150)

03 (192 163,
3P0 15 PP

ooy

P Gragh P Tt [Framen 2] [F havutes

[E=]
Rofrosh ra

Vinve: <] I

[HOME: All Foundry Devices: INM-QA-4802 (192.168.144.160)
Roport Type _ Graph Hoosure
[epo = ] oo = F Graph ¥ Table [Frames =] [1

< Top VLAN Talkers - INWL-QA-4802 (192.168.144.160)
Tue Apr 22,03 04:12FM - 0511 PM, POT

Framesimin

5
[T

mmmmn  pacmmnmn
AT R
s Frsamar

1D7RIAAETS  PIOODE ELEECE
T
MEEIE  WEm@ED

TR PR RS

T Cheew e
58000 T 1AL L
EE g o aes
B10AT R CTAT £ 4T LT 4
4 - 3
O Gt o
O 1 - 0 008
o] T

and Total traffic

ot s smpar o 72

Foundry Networks: IronView |

0 0o 03 %] WS 0eB12
oo/ ag| | 03 %[ [0E0S2000012 80-C2-00-0000 on
o =00 IS 2 - O 132 25 0
1 0 500 5
L 0 500 03[ DEFOIFAFSA  DI0081000100
o o 0o 03%| [D0OMEIZ05 FFFFEFFEFFRF o
™ o =00 IS (% o
7 o 00 IS =8 o o
L) - 3% 0056 [E0L0000000
f4 0 o0 o 033 Mmowses  Eoonon o
= o 500 CER- B 4557 L FE P AEFE
o o 500 03%| [o1076E8E 1B DIOSOCCCCoCs |
I =00 CERS 72 cA02 50000000001
. 0 500 3% DRGE7CH EOM0000000T none
Joo| s0| 0| 03 %[ 05054802008 DI0GOC-CC-CC-CC none
o 0o 033 B CTo  FEFFEFEFFRF hone fone B ome
o =00 033 mare o007
o 00 933 EBOOI 1OWDATSOm ene pone o o
0 500 03| BI70001050-8  DLELTET2EIC hone hone |16 000N
0 o0 o 03%| [DOAMSOLEmE!  FRFEEFEFESE hone ane 60001
o 500 033 60760655 AI4E400106E2 nanspane 15000t
o 0o 03%| (02400000000 (02420080 hine e 5 ooon
o =00 07573 | D 08AG B AF F-FFFEFF-FEFF nane ™ pone 15000
o oo 033 500
0 500 037 45 4E 0801 00037250000 hone™ore [ te{"00m
o 0o 033 DrAEOIZEDID (0DDABFSSSFE hans pore s o001
o =00 0S¥ BE AT AT [EATA001 0643 e pune 1000
VEANS0 - VLANSO W .53 0842
Toul 955 092

IDownfoad his raport of 20 rows (2200 byte) here.

2

Congested Segment Report

15-8ep-2000 16:00 to 16-Sep-2000 16:00

Utlization Time
Location ! Sources
[Mins.Day | Peak Latest | Earliest
A Lk 55192480 PioTiGAIOE I T |Sat i
mﬂ“'m“;u 122500 97 |IPA0162248166 6% |16.56p-2000 | 15:5ep-2000
A PITTICEYREINE S L2 1600
P o P101633217 7% s 7
o etata PR Pi0I63IRT 0% 16:5¢p-2000 | 15.5¢p-2000
pal el matmmon com 22 P0IBT 3% 1559 1600
P06 s6n S i
Precidio Office
a0 e H 10800 35 |[PAOIGRTZI 1% [165ep-2000 | 15:Sep-2000
AT e dmen o 8 PiiEI2aed 0% (15 1641
an |sm
Enbamadero Ran waml sl oen ww |isson
Tiene Type SIDReport  Address

Top Destination AS Paths (by Bytes)

B s eso00701
[ as escoaare
M ss esoeriz
W 5 65000-701-1658-10583
O s ss000-1
Btz
3,000,000
o
dmizE7 BT BT w2 A 32 827 B3R BT e W 138

[Ton Destination AS Faths

InMon Traffic Server |

3

www.decus.de

20. April 2004

15



IT-Symposium 2004

P W b - S [T 5 COREEAN D) o
Ffme 8t yaw G0 Qeoteani Dot Midoe bep
.

[ v

al@@.O

o et e, B et @Peoun T Qs g ard

st 1 Oara vt | e 5ot [ stan | tratnc | mone | Admin |

o e Ty
Lacal Dernean e
tievupdary sl s

o 19982003
o e B

O @ @O st v ] o

Tou 218 13

it

et
L 168 wytes
<78 aytes

W o - M 1Rl D SRIND] 5 »

TN e G Deeisani T Ywdes ey
70@.0

'Q, @
Aivoue | Dt ewd | Data Sees ¥ stans T Tratnc | iFmoren | Admin |

) (B

© @ewme @Pocmus @ FonHo s mgpen @Feoan @Tamio) @ e s

ol Infe about Host juse s
P
— frasyy—
[y i .
Lkt MAE A Tonter S T mobosriemm
it st Lcatann Ramsls (uiads spachndhacsl potmay
WL g1 1)
Tutst Outa Semt AT 2
(-
ata ot 3tabs o (100 8
oman W, o 1 o i 01 %)
Totet Duta et U310 VA1 Pei e b Y
M o Dats et Sty Fam 130 %1 g
s, o B s
i . v Pt a7 %) o 3301
Semt va, Bcwdl Dl LT ER T Pewe 30 9%
Host Traffic Stats
T o, Trai Seni = Tt v
gt - 1A o [ %
104 - 24 i [ 13
naa” 3 & o [TE}
e aaa - ahia i [ [
- o [ 13
OF =@ A et e T .

ntop.org: ntop '

www.decus.de

sFlow Konfiguration

far Foundry Networks Switch J

©2004 BKM Dienstleistungs GmbH
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> Konfigurationsschritte:
» Spezifizierung der Collector Information (IP Adresse)
» Optional: Anderung des Polling-Intervalls
» Optional: Anderung der Sampling Rate
» Aktivierung von sFlow global
» Aktivierung von sFlow forwarding auf individuellen Interfaces

sFlow Konfiguration fur Foundry Networks

20. April 2004

)

!
sflow enable
sflow sample 100
sflow destination 144.100.10.10
]
interface ethernet 1
sflow-forwarding
!
interface ethernet 2
ip address 169.144.10.1 255.255.255.0

sflow-forwarding
]

Beispiel: sFlow Konfiguration

)

www.decus.de
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FI4802-PREM#show sflow

sFlow services are enabled.

sFlow agent IP address: 144.100.10.1

Collector IP 144.100.10.10, UDP 6343

Polling interval is 20 seconds.

Configured default sampling rate: 1 per 10 packets.
Actual default sampling rate: 1 per 32 packets.
214 UDP packets exported

123 sFlow samples collected.

sFlow ports: ethe 1 to 2

Module Sampling Rates

Slot 1 configured rate=10, actual rate=32
Port Sampling Rates

Port=1, configured rate=10, actual rate=32, Subsampling factor=1
Port=2, configured rate=10, actual rate=32, Subsampling factor=1
FI4802-PREM#

show sflow

3:

J

T\N\’f’?ﬁ

sFlow Anwendungsbeispiele |

> Accounting/Billing
> Internet Traffic Analyse
> Security Threats

©2004 BKM Dienstleistungs GmbH

20. April 2004
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. FOUNDRY

,Sﬁ_o\m‘ Aocountlng % NETWORKS

HOME: sflowports
Start Date End Date

Apr-06-2004 = | jApr-06-2004 =

Out Trafiic Detail Report: Port Group: sflawparts
Time Period: Apr 6, 04 - Apr6, 04, Generated on Apr 6, 04

1P

ur

stlow | 21] 21| 100| 100] 0] 0| 00-50-73-43-AA-0A4 00-50-0A-ZE-DO-55 105247 12 144 217 910066 o TCP 1541 1116 none none 30| 0,120
Jiow (21 21100 100 0 0 00807345 AADA | DDBNGAGEDOSS | G2 A0A2odn | 2i7oioass | | ToP (HTTP | 47 | neme | nens T
stlow |21] 21 1DUﬁ‘ 0 0 00-50-73-43-AA9A 00-50-DA-3E-DO-55 54.4.36.250 217.9.109.66 o TCP | HTTP 171 none none 255' 0,144
stlow | 21] 21 100%‘ 0 0 00-50-DA-ZE-DO-55 00-50-73-43-AA 04 217.9.100.66 5,180,237 .84 2 TCP | 3168 HTTF none none 1952| 0,117
Siow 21 21100 100 6 0 0050 DASEDNSS | 00073 AGAABA | 217810066 | 272iea2is | 0 | ToP | aoon | S5 | neme | mens R
stlow |21] 21 1DUﬁ‘ 0 0] 00-50-73-43-A59A 00-50-DA-3E-DO-55 217.72.199.180 217.9.109.66 o TCP S5L 3137 none none 32| 0,002
stlow | 21] 21 100%‘ 0 0 00-50-DA-ZE-DO-55 00-50-73-43-AA 04 217.9.100.66 5,180,237 .84 2 TCP | 2144 HTTF none none 32| 0,002
Jlow (21 21108 100 0 0 0080 DASEDDSS | nEITIARAABA | 217810066 | Gmimoarsd | 8 | T6P  an | HTTP | name | nens R
sflow |21 21100/ 100 0] 0| 00-50-73-40-AADA | O0-50-DAJE-DO55 | 64.446.250 217810868 | D | TCP | HTTP | 1381 | nome | none 128 0,058
stlow | 21] 21 100%‘ 0 0 00-50-73-43-AA0A4 00-50-DA-FE-DO-55 105.145.243.79 217010065 Q TCF | HTTF 1177 none none o5 0,108
Slow 21 21100 100 6 0| 00807345 AADA | DDBUGAGEDOSS | 2477213040 | 2170 omss | © | ToP | o6l | 5284 | name | nens s o7
sflow |21 21/ 100100 0 0| O0-50-DASE-DD55 | O05073.43-AA@A | 217810966 | 2171510883 | 8 | TCP | 5083 | HTTF | nome | none 260] 0,017
stlow | 21| 21 100%‘ 0 0| 00-50-DA-ZE-DO-55 00-50-73-43-AA 04 217.9.100.66 212,227 15.190 Q TCP 1380 FOFZ none none 32| 0,002
Jlow (21 21108 100 0 0| 00807345 AADA | DDBUTAGEDOSS | 662641203 | 2170i0ass | © | ToP (HTTP | 1am | neme | nens R
sflow |21 21100100 0 0| 00-50-DASE-DD55 | 0050.73-43-A@A | 217810966 | 20749250222 | 8 | TCP | 3218 | HTTF | nome | none 32| 0,002
stlow | 21] 21 100%‘ 0 0 00-50-73-43-AA0A4 00-50-DA-FE-DO-55 217.72.105.152 217010065 Q TCF | HTTF 3065 none none 32| 0,002
Slow 21 21100 100 6 0| 00807345 AADA | DDBUGAGEDOSS | 2079m 134 12s | 2170 7omss | © | ToP | o6l | 028 | name | mens i ooar
sflow |21 21100/ 100 0| 0| 00-50.7343-AA8A | DD-AO-DAGE.DO55 | 6818023784 | 217910288 | 0 | TCP [HTTP | 3188 | none |  nons 2 098] 070,
stlow | 21] 21 100%‘ 0 0 00-50-DA-ZE-DO-55 00-50-73-43-AA 04 217.9.100.66 54.4.26.24 2 TCP 1114 HTTF none none 32| 0,002
Siow 21 21100 100 6 0 0050 DASEDDSS | 00E1TIAGARBA | 217810066 | 2131856487 | 8 | ToP | 110 | HTTP | name | nens R
sflow |21 21100/ 100 0| 0| 00-50.73.43-AA8A | DD.AD-DAGE.D055 | 21772183418 | 217910288 | 0 | TCP | SSL | 3481 | none | nons a2 0,017,
stlow | 21| 21 100%‘ 0 0] 00-50-73-43-AA0A4 00-50-DA-FE-DO-55 55.54.32.244 217.9.100.65 Q TCF | HTTF 2652 none none 05! 0,123
Jlow |21 21108 100 0 0 0080 DASEDOSS | 00073 ARARBA | 21781006% | 106177284133 | B | ToP | 184s | HTTP | name | nens % ome
o (21 21100 100 0 0 00.50-DASEDNE5 | OBEDTIAGARBA | 217810066 | 213488785 | 8 | T0P | 1797 | HTTP | name | nene s o
stlow | 21] 21 100%‘ 0 0 00-50-73-43-A40A 00-50-DA-ZE-DO-55 54.4.45.250 217010066 Q TCF | HTTF 1457 none none 32| 0,017
Slow 21 21100 100 0 0 0050 DASEDNSS | 0nE173A3ARBA | 217810065 | 544482sn | 8 | 1oP | 2572 | HTTP | name | nene a2 oom
How (21 21100 100 0 0 O0E0-DASED0ES | OnENTIAcAABA | 217810066 | 101481857 | 8 | T0P | 3405 | HTTP | name | nene o4l o004
stlow | 21| 21 100%‘ 0 0] 00-50-73-43-A40A 00-50-DA-ZE-DO-55 217.72.103.1128 217010065 Q TCP SEL 3147 none none 32| 0,002
Slow (21 21100 100 0 0 0050 DASEDNSS | 0nE173A3ARBA | 27810065 | 12571078 | 0| T6P | 312 | POPE | neme | nene a2 oom
o (21 21100 100 0 0 00.E0-DASEDNE5 | OnEITIAcAABA | 217310066 | Gaddsza | B | T0P | 4353 | HTTP | name | nene s o
stlow | 21] 21 100%‘ 0 0 00-50-DA-ZE-DO-55 00-50-73-43-AA0A 217.0.100.66 65,180,237 .84 k] TCP | 3080 HTTF none none 32| 0,002

Top 200 rows shown. Downioad the full report of 1.777 rows (220.061 bytes) here.

Copyright® 19982003 Foundry Netuatks, inc. All rights reserved

] patei Bearbeiten Ansicht  Einfigen Format  Extras Daten Fenster 2 Acrobat -8 x
Al c [ D[ ETTFTG] H [ | [ J [ K \LlM\NlOlP\Olng
| 1 [In Traffic Detail Report: Port Group: sflowports
| 2 |Time Perioct Apr 6, '04 - #pr B,'04, Generated on Apr 6, '04 J
3
| 4 |Device In Port Qut Port_In YLAN Out YLAN In Prior Out Prio Source MAC SDestination MAC Source [P Destination IP IP TOS/ Protocal Protocol Protocol ' Source L Desting Frames b
[t lows 21 21 100 100 a 0 00. g4 00 62128193171 2179103 66 0 TCP POP3 3014 none  none

isﬂuw 2 Fil 100 100 o 0 00-50-73-43-AA-98 00-30-DA-3E-DO0-55 64158223126 217 9109 66 0TCP HTTP 1055 none  none 32
Lsﬂuw 2 2 100 100 a 0 00-50-73-43-44-98 00-50-DA-3E-D0-55  B4.158.223 128 217 9109 66 0 TCP HTTP 1551 none  none 32
isﬂnw 2 2 100 100 a 0 00-50-73-43-44-94 00-50-DA-3E-DO0-55 64158223128 217910366 0 TCP HTTP. 3102 none  none 32
isﬂow 21 il 100 100 o 0 00-50-73-43-AA-98 00-30-DA-3E-DO0-35  64.156.223.126 217 9109 66 0TCcP HTTP 3002 none none 2
ﬂsﬂuw 2 2 100 100 a 0 00-50-73-43-44-98 00-50-DA-3E-D0-55  B4.158.223 144 217 9109 66 0 TCP HTTP 1103 none  none 32
Lsﬂuw 2 2 100 100 a 0 00-50-73-43-44-94 00-50-DA-3E-D0-55 64155223144 217910366 0 TCP HTTP. 1098 none  none 32
£sﬂow 21 il 100 100 o 0 00-50-73-43-AA-98 00-30-DA-3E-DO0-35  64.156.223144 217 9109 66 0TCcP HTTP 1058 none  none 2
ﬁsﬂuw 2 il 100 100 a 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55  B6.135.184 145 217 9108 66 0TCP HTTP 1061 none  none B4
lsﬂuw 2 2 100 100 a 0 00-50-73-43-44-94 00-50-DA-3E-D0-55  129.250134 115 217 9103 66 0 TCP HTTP. 1282 none  none B4
ﬂsﬂow 21 21 100 100 o 0 00-50-73-43-4A-98 00-30-DA-3E-D0-35  194.126.131.100 217 9109 66 0TCcP HTTP 1111 none  none 32
isﬂuw 2 il 100 100 a 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 184126131 100 217 9108 66 0TCP HTTP 1134 none  none 32
isﬂuw 2 2 100 100 a 0 00-50-73-43-44-94 00-50-DA-3E-D0-55 195135221 130 2179103 66 0 TCP FTP 3014 none  none 32
ﬂsﬂow 21 21 100 100 o 0 00-50-73-43-44-98 00-30-DA-3E-D0-35  195.135.221.130 217 9109 66 0TCcP 20 3016 none  none 1024
ﬂsﬂuw 2 il 100 100 a 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55  185.135.221 130 217 9108 66 0TCP 20 3015 none  none 288
Z_Elsﬂuw 2 21 100 100 a 0 00-50-73-43-4A-94 00-50-DA-3E-DO0-55 195135221 130 2179103 66 0 TCP 20 3028 none  none 160
Asﬂow 21 21 100 100 o 0 00-50-73-43-44-98 00-30-DA-3E-D0-35  195.135.221.130 217 9109 66 0TCcP 20 3020 none none 128
ﬂsl\uw 2 il 100 100 o 0 00-50-73-43-AA-92 00-30-DA-3E-D0-55  195.135.221 130 217 9109 66 L 20 3018 none none 192
isﬂuw 2 21 100 100 a 0 00-50-73-43-4A-94 00-50-DA-3E-DO0-55 195135221 130 2179103 66 0 TCP 20 3017 none  none 1568
Asﬂnw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55  195.135.221.130 217 910966 oTCcP 20 3021 none none 32
ﬂsﬂuw 2 il 100 100 o 0 00-50-73-43-AA-92 00-30-DA-3E-D0-55  195.135.221 130 217 9109 66 L 20 3008 none  none 192
Z_Esﬂuw 2 21 100 100 a 0 00-50-73-43-4A-94 00-50-DA-3E-DO0-55 195135221 130 2179103 66 0 TCP 20 3023 none  none 160
isﬂnw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 195177254 133 217 910966 oTCcP HTTP 1366 none none 32
ﬁsﬂuw 2 il 100 100 o 0 00-50-73-43-AA-98 00-30-DA-3E-DO0-55  195.177.254.133 217 9109 66 L SMTP 1334 none  none 224
Z_BSNEW 2 21 100 100 a 0 00-50-73-43-A4A-94 00-50-DA-3E-DO0-55 195177 254 133 217 9103 66 0 TCP HTTP. 1353 none  none 32
Eis'\nw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 195177254 133 217 910966 oTCcP HTTP 1357 none none 32
lsﬂuw 2 il 100 100 o 0 00-50-73-43-AA-98 00-30-DA-3E-DO0-55  195.177.254.133 217 9109 66 L HTTP 1317 none  none B4
isﬂuw 2 21 100 100 a 0 00-50-73-43-4A-94 00-50-DA-3E-DO0-55 195177254 134 2179103 66 0 TCP HTTP. 1328 none  none 32
isﬂnw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 195177254 134 217 910966 o TCcP HTTP 1260 none none 32
isﬂuw 2 il 100 100 o 0 00-50-73-43-AA-92 00-30-DA-3E-DO0-55  195.177.294.134 217 9109 66 L HTTP 1372 none  none 32
isﬂuw 2 21 100 100 a 0 00-50-73-43-AA-04 00-50-DA-3E-DO0-55 195477254 134 2179103 66 0TCP HTTP. 1280 none  none 32
E_Bsﬂnw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 195177254 134 217 910966 o TCcP HTTP 1311 none none 32
lsﬂuw 2 il 100 100 o 0 00-50-73-43-AA-92 00-30-DA-3E-DO0-55  195.177.294.134 217 9109 66 L HTTP 1323 none  none 32
ﬁsﬂuw 2 21 100 100 a 0 00-50-73-43-AA-04 00-50-DA-3E-DO0-55 195477254 134 2179103 66 0TCP HTTP. 1384 none  none 32
ﬂsﬂnw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 195177254 134 217 910966 o TCcP HTTP 1321 none none 32
ﬂsﬂuw 2 il 100 100 o 0 00-50-73-43-AA-92 00-30-DA-3E-DO0-55  195.177.294.134 217 9109 66 L HTTP 1288 none  none 32
Lsﬂuw 2 21 100 100 a 0 00-50-73-43-AA-04 00-50-DA-3E-DO0-55 195477254 134 2179103 66 0TCP HTTP. 1333 none  none 32
£sﬂnw 21 21 100 100 o 0 00-50-73-43-AA-98 00-50-DA-3E-D0-55 195177254 134 217 910966 o TCcP HTTP 1291 none none B4
ﬁsﬂuw 2 il 100 100 o 0 00-50-73-43-AA-92 00-30-DA-3E-DO0-55  195.177.294.134 217 9109 66 L HTTP 1333 none  none 32
ﬂsﬂuw 2 21 100 100 a 0 00-50-73-43-AA-04 00-50-DA-3E-DO0-55 195477254 134 2179103 66 0TCP HTTP. 1303 none  none 32
ﬂsﬂnw 2 2 100 100 a 0 00-50-73-43-44-94 00-50-DA-3E-D0-55 195477254 134 2179103 66 0 TCP HTTP. 1258 none  none 32
ﬂisl\uw 2 il 100 100 o 0 00-50-73-43-AA-98 00-30-DA-3E-D0-55 205166165185 2179109 66 L HTTP 2372 none  none 32

A7 stiow 2 2 100 100 o 0/ 00-50-73-43-44-98 00-50-DA-3E-D0-55 205188165 185 217 9109 66 oTce HTTP 2371 'none  none 32wl

Abrechnungsdaten in einer Excel Tabelle
3t
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internet monitoring

Overview

Account/Billing

Denial of Service

Intrusion Detection

HNaws 3541 0 35408 093 17,856 1 m;r # 100 B0 4790 61625

. Sports 7838 0 78390 1507 20 30442 427 20 8537 4 00 391 0 100 8 9777 117.468

Healfine Entertainment 10 14 313 20 G262 1014 20 20274 1 100 128 1 W00 93 1330 26770
Reporting

Data Access

® Products ® Technology ®Demo ®Support ®Corporate

Bill by customer
The following table shows a breakdown intemal and external traffic by division

Interrial Traffi External Traffi -

BGP 4

This summary table is used to split charges amaong the divisions. In addition, each division head is given a report that itemizes the traffic that
contributed to the charge

Next ©

< Previous

Abrechung pro Benutzer

)

Pre sFlow Monitoring %} FOUNDRY

e NETWORKS
HOME: sflow
Top IPv4 Talkers - sflow (Group level) Refresh
Report Type Graph Di Apr 6, 04 09:26 AM - 10:25 AM, CEST Measure e

L3/L4 report =] [IPvd ~[ [Bar =~ MByles ~
Graph  Table Shinses =] 3D

Mega Bytes/min

Time @ninutes)

1 64.4.46.250 - 217 9109 65 11 445

I 195.135.221.130 - 217.9.103.66 (5,334) M 66.54.32.244 - 217.9.109.6 (2,160
1 Remaining Talkers i21,742)

195.145.243.79 - 2179109 66 1,214) [ 62104 23.15 - 217 9109 65 10,350

195135221130 (217 9.109.66 321 % 3017none  none 1568 2374
195135221130 (217 9.109.66 021 %21 MTCP 20 3016jone  none 1024 1550
195.125.221.130 217 9.109.66 021 ™31 STCP | FIP 3014none  none 32 0,002
195.135.221.130 - 217.9.109.66 (sflow - 172.30.1.1) W 3.584| 5334

19514524379 [217910966 | 021 %21 STCP | HITP| 1146hone _ none 32 0,009
19514524379 217910966 | 021 %21 STCP_| HTTP, 1145none__none 320 0004
195.145.243.79 - 217.9.109.66 (sflow - 172.30.1.1) | 1.120| 1,214

195177 354133 [217 910966 0[21 %[21 HTCP | SMTP 1590hone__ jnone 450 0438
195.177.254.133 217 9.109.66 021 %21 STCP | SMTP 1324none_none 724 0189
195177 254133 [217 910966 0121 %21 WTCP | HTTP 1317none_ none 64 0,056
B T S e P S R

Internet Traffic Analyse |

)

www.decus.de
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About | Total | Recv | Sent | Stats ' IP Traffic Y IP Protos ' Admin l

Network Traffic: Total Data (Sent+Received)

[ Host  [Domain| Dpata=] [FTP[HTTP [DNS [Telnet [NBiosIP

Mail [DHCP-BOOTP [SNMP [NNTP NFS [X11[SSH Gnutella [Kazaa Winf

> Total Data [217.9.10066 | 26KB11 %[ 0f26kB[ 0] O] o[ of of ol o of of of 0 0
[pa.140.4968 | 15kB87%| oftske[ o] of o[ of ol ol o of of of 0 0

All Protocols

L [213.203.200.72 s49/123%| o esd| of 1 ol o ol ol o of of of 0 0

TCP/UDP bra2a108 | #5[78%[ ol 415] o] o] o[ of ol ol of o of of 0 0

Th hput
w Mate: These counters dao not include broadcasts and will not equal the 'Global Protacol Distribution'

Host A

NetFlows Report created on Mon Apr 5 14:21:51 2004 [1:54]
| Generated by ntop v.2.2¢ MT (SSL) [i686-suse x] (10/02/03 10:22:30 PM build)
Listening on [eth1,sFlow-device] without a kernel {libpcap) filtering expression
Web report active on interface sFlow-device

@ 1998-2003 by Luca Deri

TCP/IP Network Traffic

Network Traffic: Data Sent

Host Domain MEI Tcp UDP |ICMP DLC IPX |Decnet {RJARP [AppleTalk [(OSPF NetBios IGMP |OSI |IPv6 |STP |Other
[217.9.100.66 1614 kB 4a5 % 1965 kB e ke[ o o] O = o o o/ of of of of @
64.4.16.250 266 KB|| 8.2 % 265 kB i of of o i 0 o[ o o of of of of 0o
64.4.36.250 226 KB| 69 % 226 kB o of of o i 0 o o o of of of o @
213.165.64.97 176ke[54%[17eke] o] of of o [ 0 o o of of of of of @
66 214 15 KE| 45 %[ 145 KB o of of o i [i o o o/ of of of of o
62.80.1.221 138 KB[ 42 % 136 KB i of of o i 0 o[ o o of of of of 0o
[213.199.151.24 86 KB 27 %| BB KE o of of o i 0 o o o of of of o @
213.200.97.35 46kB| 14%| 46k8] o[ o of o [ 0 o o of of of of of @
213.165.64.213 45KE| 14 %] s5KB o of of o i [i o o o/ of of of of o
[216.200 AAKE[ 1a%| 44KE i of of o i 0 o[ o o of of of of 0o
1847 .g.akamainet 12KB[13%| 42KB o o of o [i 0 o o of of of of of o
165.254.12.101 26kB[0sw%| 26k8] o[ o of o [ 0 o o of of of of of @
B2.212.218.17 22KB| 07 %[ 22k8 o of of o i [i o o o/ of of of of o
(64.4.13.250 17KB[05%| 17k i of of o i 0 o[ o o of of of of 0o
217.9.08.1 & 1B KB 05 % nfiske| o of o n i ol o ol of af of af o
00:50:73:43:A0:0 50 B 558 0.2% of of of dfd i D o o of of of of of e
lotty.de L] 60[ 0.0% &0 ol of of o i i o[ o o of of of of o
|Cisco cOPDNVTR 8% | [ o[ oo of o of of of o o ol o of of of of of o

Note: These counters do not Include hroadeasts and will not equal the ‘Global Profacol Distribution’

Report created on Tue Apr 6 10:01:20 2004 [1:12:06]

Generated by ntop v.2.2¢ MT (SSL) [i686-suse-linux] (10/02/03 10:22:30 PM build)
Listening on [eth1,sFlow-device] without a kernel {libpcap) filtering expression
Web report active on interface sFlow-device

© 19982003 by Luca Deri

Protokollverteilung 'J
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Recent Users of Port 80 (http)

[Client|

Server

217910966
al1847 g.akamai.net
54.4.36.250
65.54.194 117
165254 12131
165254 12 202
16525412101
621042315
2132009735
21316564 97
62.104.23 38
21319915424
621042342
adserver freenet.de
1932011258
64.233.161.99
62.104.23 17
21316565237
2131656530
21316564213
194 11210272
129250124115
20947 16910
6444624
54.4.46.250

Report created on Tue Apr 6 09:51:06 2004 [1:01:52]
Generated by ntop v.2.2¢ MT (SSL) [i686-suse-

1
ux] (10/02/03 10:22:30 PW build)

Listening on [eth1,sFlow-device] without a kernel (libpcap) filtering expression
Web report active on interface sFlow-device

@ 1998-2003 by Luca Deri

TCP Port User

)

TCP/UDP Service/Port Usage

IP Service Port # Client Sess. Last Client Peer # Server Sess. Last Server Peer
ftp-data 20 195/1.0KB
ftp 21 2153
smtp 25 10i88 15360 2178063
domain 53 25/31 KB 2179981 @
http 80 15386/61.7 KB 213.165.64.97 16334 66.196.72.99
pop3 110 181352 1926719879
ntp 123 1148 1148
epmap 135 140 646882172
netbios-ns 137 1265 1265
codaauth2 370 1741
https 443 85125 KB 6554229253

TCP/UDP Recently Used Ports

Client Port Server Port
o infoman « ardus-cntl
« nrcabg-im o ardus-trns
« prosharel « hitp
« 39076 o ddt
o ibm_wrless_lan| « smy

Report created on Tue Apr 6 09:47:17 2004 [58:03]
Generated by ntop v.2.2c MT (SSL) [i686-suse-linux] (10/02/03 10:22:30 PM build)
Listening on [eth1,sFlow-device] without a kernel (libpcap) filtering expression

Info Uiber Host TCP/UDP Ports

20. April 2004
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Top Destimation AS Paths (by Bytes)

M 25 es000.701

[ as esoo0.7012

M 25 esooosi72

I 25 650007011668 10553
[ as es000-1

Which are the most
active AS paths?

2,000,000

i
d=1267 1302 1307 132 AT 1%22 1327 1332 1397 1342 1347 1342

[Top Destingtion A5 Pathe =] [Bes =]
Custom (by Bytes)
I TGP i 6. (209,235,558 17345 72 205165155154 25{srrp)
I TeP mail 6.1 1e(203.235.5 5317350 == 305185165 154 35(srmtp)
I 1cr a0z gte nosting net(208. 238 3.57)27717 »>> 205.185.166.184:28(E iR
e (209,130, 12,60 ! hitp) === 1 rapidsite nel(205 198,208 7250
[T TG vveve alberguesp.om 5205, 130,61 87 FED(v_Mtp) »2» Dot 551-D1 Fapidsite nel(Z05.185 208, 163110
Bytesis
Who depends on
the path?
etz WM 1930 193 a9 WeD 4% 19w 144 1962 1460 1800 1004 1008
Souwrce Destination
Protocol Address Port Address Port
Filter [AS =l [65000-701-1668-10593
Output [ALL ] | ¥ Include ¥ Include | M Include W Include . .
BGP 4 Monitoring |j
InM@)m Time Type SIDIReport| Address Comment
traffic server [J|21-Jan-2004 09:08 rule  |1286 10.0.0.1 msg=¥WEB-IIS _mem_bin;class=bad-unknown
[|21-Jan-2004 08:41 |rule  |1286 10.0.0.19 msyg=YWEB-IIS _mem_bin;class=bad-unknown
[J|21-Jan-2004 07:30 rule 10000008 66.180.225.180 |msg=MNACHIAelchia; class=trojan-activity
JECVEL O[21-Jan-2004 06:53rule 1286 10.0.0.19 meg=WEE-IS _mem_bin; class=bad-unknown
Menitor [|21-Jan-2004 06:07 |rule  |1286 10.0.0.1 rmsyg=YWEB-IIS _mem_bin;class=bad-unknown
Repores [|21-Jan-2004 03:13rule  |1286 10.0.0.1 msyg=YWEB-IIS _mem_bin;class=bad-unknown
[|21-Jan-2004 02:25rule  |1286 10.0.0.19 msg=¥WEB-IIS _mem_bin;class=bad-unknown
Query [J|21-Jan-2004 02:13 |report |port-scan TCRMTTP
Multi-site [|21-Jan-2004 02:10|rule  |1286 10.0.0.1 msg=YWEB-IIS _mem_bin;class=bad-unknown
[|21-Jan-2004 00:55 |rule  |1286 10.0.0.19 msyg=YWEB-IIS _mem_bin;class=bad-unknown
Routing [121-Jan-2004 00:40|rule  [1286 10.0.0.1 msg=WWEB-IIZ _mem_hin;class=had-unknown
Security [|20-Jan-2004 22:46 |rule  |1286 10.0.0.19 rmsyg=YWEB-IIS _mem_bin;class=bad-unknown
[|20-Jan-2004 20:19rule  |1286 10.0.0.1 rmsyg=YWEB-IIS _mem_bin;class=bad-unknown
[J|20-Jan-2004 20:01 [rule 10000008 66.180.225.180 |msg=MNACHIMelchia clags=troian-activity
[|20-Jan-2004 22:46 |rule  |1286 10.0.0.19 msg=¥WEB-IIS _mem_bin;class=bad-unknown

Traffic Server is configured to identify suspicious traffic. Many worms can be identified by
looking for unique traffic signatures. The following signature is an example of the type of rules
that Traffic Server uses to identify compromised hosts:

alert tcp $HOME_NET any -> any 80
uricontent:"/_mem_bin/"; nocase;

(msg:"WEB-IIS _mem_bin"; flow: established;
classtype:bad-unknown; sid:1286; rev:1;)

This rule looks for hosts on the home network that are sending web requests containing the
pattern "/_mem_bin/" in the URL. When traffic matching the rule is identified, an event is

generated. Intrusion Detection

)
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Who is being attacked?

Custom (by Frames)

Where is the attack originating?

Custom (hy Frames)

(10.187.224.107)
m(101.163.60.110)

Framesis

8000

000

3000

o
41526 1530 1534 1535 1542 155 1550 1554 1553 102 1808 180 1644 1643 1522

W sueners 205188 128.0:17
[ sueners 152.162.0.0:16
W susneTs s3.1600:12

W susneTs 2085597024
O sueners 120002

o
4m 1525 1530 1534 1698 1542 1540 1550 1554 1565 1802 1806 1610 1644 M8 1522

Custom <

How are packets entering site?

Custow (by Frames)

W rortsze s
[0 porrs:ioz 5=
M rorrsii00 >
W ForTsii0 =
O eorrsas»=
Framasts
6000

Frames =] [Custorn =l

BigIron(config)#
205.188.128.0/17
BigIron
BigIron
BigIron
BigIron

config)#
config)#
config)#
config)#

o
dm 670 1630 1934 1538 6az 1990 1560 1854 t66s 1602 1000 1040 f6Ma 048

Custom E

Fromes =

Denial of Service Attack |

Block the attack.

The following commands will filter this attack on
a Foundry Networks switch.

access-list 101
host 10.167.224.
access-list 101
int eth 2/6

ip access-group
write memory

Frames 7]

deny icmp
107
permit ip any any

101 in

)

Christoph Bronold

Christoph.Bronold@bkm-gmbh.com

BKM Dienstleistungs GmbH
Hauptstrasse 5
D-83607 Holzkirchen
www.bkm-gmbh.com
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