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sFlow Übersicht
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Die häufigsten Fragen an einen Netzwerk Administrator

Wer benutzt das Netzwerk?
Welche Applikationen laufen über das Netzwerk?

Wie viel Bandbreite benötigen die Applikationen?

Ist meine IT Security Policy effizient?
Ist diese ordnungsgemäß implementiert?

Wie viel Bandbreite benötigen die neuen Applikationen?

Warum ist unsere Applikation so langsam? 
Ist die Performance des Netzwerks ausreichend?

Warum ist der Server so langsam bzw. nicht erreichbar?

Wie viele Server benötigen wir?
Wo sollen die Server angeschlossen sein bzw. stehen?

Können auf einem Server auch mehrere Applikationen laufen?
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sFlow (RFC 3176) – Making the Network Visible

Genau 
Quantitative Traffic Messungen bei Gb/s Geschwindigkeiten
Forwarding Information

Echtzeit
Up-to-date Statistiken über Traffic Flows

Skalierbar 
Überwacht tausende Switchports von einer Zentrale aus
Switch oder Router
Keine Performanceverluste
Geringer Netzwerklast

Kostengünstiger Implementation
Kein zusätzlicher Speicher nötig
Geringe CPU Anforderungen

Standard Interface
Interoperabilität zwischen Hardware und Applikation
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Was kann sFlow für Sie tun?

Netzwerkfehlersuche:
Schnelle Identifizierung, Diagnose und Überlastungskontrolle

Detaillierte Daten ermöglichen schnelle Problemlösung und 
minimieren somit die Ausfallzeit(-kosten)

Identifizierung von Angriffen:
Angegriffene Hosts

Port Scanning, Address Space Scanning

Peer-to-Peer Applikationen

Nicht autorisierter Zugriff auf Applikationen und Hosts

Denial of Service Attacks

Definition der Firewall Policies durch Klassifizierung 
des Datenverkehrs

Netzwerkplanung und kostengünstige Upgrades



IT-Symposium 2004 20. April 2004

www.decus.de 4

7

sFlow Vorteil: Accounting/Billing

Abrechnung der Netzwerkbenutzung
Detaillierte Daten über die Netzwerknutzung:

Benutzer

Benutzergruppen

Applikation

Source/Destination vom Datenverkehr

Unterschiedliche Abrechnung für interne und externe 
Benutzer

Berechung von Value Added Services 
Voice over IP

Neue Abrechnungsmöglichkeiten entwickeln
Kenntnisse über die Benutzeraktivitäten
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Network Traffic Monitoring mit sFlow

sFlow Collector

sFlow Agent

sFlow Datagram

• Packet Header Analysis:
• MAC
• VLAN (802.1q and 802.1p)
• IPv4 Header, incl. TCP, UDP, ICMP
• IPv6
• IPX
• AppleTalk

• Input/Output Ports
• Next Hop Address
• Source AS, Source Peer AS
• Destination AS Path
• Communities, Local Preference
• User Name (802.1x/RADIUS/TACACS)
• Interface Statistics 
• Packet Payload (up to 256 bytes total)

sFlow Applikation
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Vergleich von sFlow mit anderen Technologien

Layer 3:

YYNNDestination Subnet/Prefix

YYNNNext Hop

YYNNSource Subnet/Prefix

YNNNInput/Output VLAN

YNNNInput/Output Priority

YYNNInput/Output Interface

Layer 2:

YNYNAppleTalk

YNYNIPX

YYYNIP/ICMP/TCP/UDP

YNYNEthernet/IEEE 802.3

YNPNPacket Headers

Protocols:

YNPPInterface Counters

PNYNPacket Capture
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YNNPScalable (Switch/Interfaces Collector)

YPPYWire-Speed

YNNYLow Cost

YNYYConfigurable via SNMP

YYNNConfigurable without SNMP

Configuration

YPYYReal-Time Data Collection

YNNNAS Path

YNNNCommunities

YPNNDestination Peer AS

YPNNDestination AS

YPNNSource Peer AS

YPNNSource AS

BGP4
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N = Feature not supported
P = Feature partially supported
Y = Feature supported
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www.sFlow.org
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sFlow Packet Sampling
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Was ist ein Flow?

Ein Flow ist eindeutig identifizierbar anhand der 
Kombination von folgenden sieben Feldern:

Source IP Address

Destination IP Address

Source Port Number

Destination Port Number

Layer 3 Protocol Type

ToS Byte

Input logical Interface (ifIndex)
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Entwicklung von Paket Sampling

1991  1992 1993   1994   1995   1996 1997   1998   1999   2000 2001   2002   2003   2004

10 Mb/s Shared

100 Mb/s Shared

100 Mb/s Switched

1 Gb/s
Switched

10 Gb/s
Switched

Telecom 1991:
HP Demo Packet 

Sampling, University 
of Geneva, CERN

HP introduces 
EASE/Extended 

RMON Embedded 
Packet Sampling

Cisco, Juniper 
implements Packet 
Sampling in ASICs

sFlow RFC 3176 
published, Foundry 
implements sFlow

14

Statistical Model for Packet Sampling
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sFlow Collector/
Analyzer

sFlow Agent

sFlow Datagram

sFlow Traffic Monitoring System

Traffic
Data

Analysis
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sFlow Agent Embedded in Switch/Router

Total_Packets = 0
Total_Samples = 0

Skip = NextSkip(Rate)

Wait for Packet

Exclude
Packet?

Assign Destination
Interface

Decrement Skip
Increment Total_Packets

Skip = NextSkip(Rate)
Increment Total_Samples

Send copy of sampled Packet, 
Source Interface, Destination 
Interface, Total_Samples and 

Total_Packet to Agent Send Packet to 
Destination Interface

Skip = 0?Yes

No

Yes

No

sFlow Sampling

Switch/Router

Switching/Routing ASIC

Management
sFlow
Agent

Flow
Samples

Interface
Counters

sFlow Datagram
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sFlow Sampling Process

Total_Packets = 0
Total_Samples = 0

Skip = NextSkip(Rate)

Wait for Packet

Exclude
Packet?

Assign Destination
Interface

Decrement Skip
Increment Total_Packets

Skip = NextSkip(Rate)
Increment Total_Samples

Send copy of sampled Packet, 
Source Interface, Destination 
Interface, Total_Samples and 

Total_Packet to Agent Send Packet to 
Destination Interface

Skip = 0?
Yes

No

Yes

No
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sFlow Datagram

Switch/Router

Switching
ASIC

Management

sFlow
Agent

sFlow Collector

1 in N
Sampling

Interface
Counters

Forwarding
Tables

IP HeaderData-Link UDP Header
Port 6343

sFlow Datagram
Interface Statistics + Samples
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sFlow Datagram: Interface Statistics

Interface statistics samples (RFC 1573, RFC 2233, and RFC 2358):
ifIndex
ifType
ifSpeed
ifDirection
ifStatus
ifInOctets
ifInUcastPkts
ifInMulticastPkts
ifInBroadcastPkts
ifInDiscards
ifInErrors
ifInUnknownProtos
ifOutOctets
ifOutUcastPkts
ifOutMulticastPkts
ifOutBroadcastPkts
ifOutDiscards
ifOutErrors
ifPromiscuousMode

20

sFlow Datagram: Flow Sample

Flow sample:
Packet header (up to 256 Bytes)

MAC, IP, IPX, AppleTalk, HTTP, FTP,DNS…

Sample process parameters (rate, pool etc.)

Switch
Input/Output Ports

Priority (IP TOS/DSCP)

VLAN (IEEE 802.1q Number and IEEE 802.1p Priority)

Router
Source/Destination Prefix

Next Hop Address

Source AS, Source Peer AS

Destination AS Path

BGP Communities, Local Preference

User
User IDs (TACACS/RADIUS/802.1X) for source/destination

URL
URL associated with source/destination
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sFlow Hardware
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sFlow Network Equipment

Extreme Networks
BlackDiamond 10808

Foundry Networks
BigIron Series (Terathon, JetCore) 
NetIron Series (Terathon, JetCore) 
FastIron Series (JetCore) 

Hewlett-Packard
ProCurve 5300xl series
ProCurve 9300m series

Hitachi
GR4000 
GS4000

InMon Corp.
sFlow Probe

ntop.org
ntop

QoSmetrics
NetWarrior



IT-Symposium 2004 20. April 2004

www.decus.de 12

23

Foundry Networks

BigIron
Enterprise-class Layer 2/Layer 3 Switches

NetIron
Metro and ISP Router

FastIron
Workgroup Layer2/Layer 3 Switches

24

Hewlett-Packard

ProCurve 5300xl Series ProCurve 9300m Series

HP ProCurve Switch 5372xl 

HP ProCurve Switch5348x HP ProCurve Routing Switch 9315m 
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ntop.org
nBox86

#nprobe -h

Welcome to nprobe v.3.0 for i686-pc-linux 

Built on 01/05/04 04:46:01 PM 

Copyright 2002-04 by Luca Deri <deri@ntop.org> 

Usage: nprobe -n <host:port> [-i <interface>] [-t <dump timeout>] 

[-d <idle timeout>] [-l <send timeout>] [-s <scan cycle>] 

[-p <level>] [-f <filter>] [-a] [-b] 

[-P <path>] [-D <format>] [-u <device index>] [-v] 

[-I <probe name>] [-w <hash size>] [-e <flow delay>] 

[-z <min flow size>] [-M <max num active flows>][-R <payload Len>] 

[-x <payload policy>] [-N <key>] [-E <engine>] 

[-m <min # flows>] [-r <dump file>] [-q <host:port>] 

[-S <sample rate>] [-A <AS list>] [-g <PID file>]

[-T <Flow Template>] [-U <Flow Template Id>] 

© 2004 BKM Dienstleistungs GmbH

sFlow Applikationen
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sFlow Applikationen

Ethereal: Ethereal Network Protocol Analyzer

Foundry Networks: IronView

Genie Network Resource Management Inc.: 
GenieNTG 2500

Hewlett-Packard: HP Internet Usage Manager, 
HP OpenView Performance Insight, 
HP ProCurve Manager Plus

Infosim Networking Solutions AG: StableNet PME

InMon Corp.: InMon Traffic Server, sflowtool

NetScout: nGenius Performance Manager, nGenius
Probes

ntop.org: ntop

QoSmetrix: NetWarrior

28

Ethereal Network Protocol Analyzer
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Foundry Networks: IronView

30

InMon Traffic Server
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ntop.org: ntop

© 2004 BKM Dienstleistungs GmbH

sFlow Konfiguration 
für Foundry Networks Switch
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sFlow Konfiguration für Foundry Networks

Konfigurationsschritte:
Spezifizierung der Collector Information (IP Adresse)

Optional: Änderung des Polling-Intervalls

Optional: Änderung der Sampling Rate

Aktivierung von sFlow global

Aktivierung von sFlow forwarding auf individuellen Interfaces

34

Beispiel: sFlow Konfiguration

!

sflow enable

sflow sample 100

sflow destination 144.100.10.10

!

interface ethernet 1

sflow-forwarding

!

interface ethernet 2

ip address 169.144.10.1 255.255.255.0

sflow-forwarding

!
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show sflow

FI4802-PREM#show sflow

sFlow services are enabled.

sFlow agent IP address: 144.100.10.1

Collector IP 144.100.10.10, UDP 6343

Polling interval is 20 seconds.

Configured default sampling rate: 1 per 10 packets.

Actual default sampling rate: 1 per 32 packets.

214 UDP packets exported

123 sFlow samples collected.

sFlow ports: ethe 1 to 2

Module Sampling Rates

---------------------

Slot 1 configured rate=10, actual rate=32

Port Sampling Rates

-------------------

Port=1, configured rate=10, actual rate=32, Subsampling factor=1

Port=2, configured rate=10, actual rate=32, Subsampling factor=1

FI4802-PREM#

© 2004 BKM Dienstleistungs GmbH

sFlow Anwendungsbeispiele

Accounting/Billing

Internet Traffic Analyse

Security Threats
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Abrechnung

38

Abrechnungsdaten in einer Excel Tabelle
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Abrechung pro Benutzer
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Internet Traffic Analyse
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TCP/IP Network Traffic

42

Protokollverteilung
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TCP Port User
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Info über Host TCP/UDP Ports
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BGP 4 Monitoring

Who depends on
the path? 

Which are the most
active AS paths? 
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Intrusion Detection

Traffic Server is configured to identify suspicious traffic. Many worms can be identified by
looking for unique traffic signatures. The following signature is an example of the type of rules
that Traffic Server uses to identify compromised hosts:

alert tcp $HOME_NET any -> any 80 (msg:"WEB-IIS _mem_bin"; flow: established; 

uricontent:"/_mem_bin/"; nocase; classtype:bad-unknown; sid:1286; rev:1;)

This rule looks for hosts on the home network that are sending web requests containing the
pattern "/_mem_bin/" in the URL. When traffic matching the rule is identified, an event is
generated.



IT-Symposium 2004 20. April 2004

www.decus.de 24

47

Denial of Service Attack

Who is being attacked? Where is the attack originating?

How are packets entering site? Block the attack.

The following commands will filter this attack on 
a Foundry Networks switch.

BigIron(config)# access-list 101 deny icmp

205.188.128.0/17 host 10.167.224.107

BigIron(config)# access-list 101 permit ip any any

BigIron(config)# int eth 2/6

BigIron(config)# ip access-group 101 in

BigIron(config)# write memory
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