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AgendaAgenda

•• User ManagementUser Management
•• Group ManagementGroup Management
•• HelpdeskHelpdesk
•• Solution FrameworkSolution Framework
•• aAPSaAPS -- an an AccountAccount ProvisioningProvisioning

SystemSystem
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User Management:User Management:
TheThe sixsix majormajor NeedsNeeds

1.1. Ease of useEase of use
User management may be separated from system User management may be separated from system 
management which reduces costmanagement which reduces cost

2.2. Cross platform account managementCross platform account management
EnablesEnables consistentconsistent accountaccount statesstates
IncreasesIncreases securitysecurity becausebecause of fast of fast accountaccount disablingdisabling

3.3. No platform access for user administratorsNo platform access for user administrators
Increases system security and controlIncreases system security and control
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4.4. Account reports and historyAccount reports and history
Allows inconsistencyAllows inconsistency reportsreports (against HR system (against HR system 
and platforms) and platforms) 
AllowsAllows ttracking of modificationsracking of modifications

5.5. Company compliant attribute valuesCompany compliant attribute values
Increases data quality and endIncreases data quality and end--user acceptanceuser acceptance
Enables meaningful data queriesEnables meaningful data queries

6.6. Single point of uniqueness controlSingle point of uniqueness control
Prevents duplicates and post correctionsPrevents duplicates and post corrections
Supports mergers, acquisitions, consolidations Supports mergers, acquisitions, consolidations 
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Group Management:Group Management:
TheThe fourfour majormajor NeedsNeeds

1.1. Support system and customer specific Support system and customer specific 
structuresstructures

2.2. Support customer specific delegation Support customer specific delegation 
model (setup structure model (setup structure create/delete create/delete 
within structure within structure manage members)manage members)

3.3. ProvideProvide uup to date distribution listsp to date distribution lists

4.4. AllowAllow ffastast and frequent updates!and frequent updates!
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HelpdeskHelpdesk::
TheThe twotwo majormajor NeedsNeeds

1.1. AllowAllow easyeasy passwordpassword resetreset
2.2. AllowAllow easyeasy accountaccount unlockunlock
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TheThe Solution FrameworkSolution Framework

Active Directory 
• Helpdesk
• Group Management

Cross Platform
User & Account

Management

TriggersTriggersTriggers

Subjects &

Accounts

SubjectsSubjects &&

AccountsAccounts

Active
Directory

Windows NTExchange 3rd Party

Platform Provisioning

Business Logic

HR

Data

HRHR

DataData

HR
Load
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algaCom Account ProvisioningalgaCom Account Provisioning
System System -- aAPSaAPS

•• Account Provisioning SystemAccount Provisioning System
•• Designed to meet common Designed to meet common User User 

ManagementManagement NeedsNeeds
•• Common means Common means 

For any type of businessFor any type of business
For any account platformFor any account platform
Covering > 99% of the account Covering > 99% of the account 
Provisioning TasksProvisioning Tasks
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aAPSaAPS FeaturesFeatures

•• User friendly: simple, multi lingual interfaceUser friendly: simple, multi lingual interface
•• Open import/export interfaces allow Open import/export interfaces allow 

integration of HR systemsintegration of HR systems
Import: Flat file import or SQL InsertImport: Flat file import or SQL Insert
Export: ODBC based data retrievalsExport: ODBC based data retrievals

•• Configurable data policies allowConfigurable data policies allow
Data integrity checksData integrity checks
List of Values for specific fieldsList of Values for specific fields
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aAPSaAPS Features (2)Features (2)
•• Security model allowsSecurity model allows

Definition of registration desk scopesDefinition of registration desk scopes
User management roles (subject admin, account User management roles (subject admin, account 
admin) at any specific registration deskadmin) at any specific registration desk

•• Open provisioning interface supports any Open provisioning interface supports any 
target platformtarget platform

•• Reports may be generated based on any Reports may be generated based on any 
query attributesquery attributes

•• Inconsistency checkers allow production of Inconsistency checkers allow production of 
inconsistency reports and resolving actions inconsistency reports and resolving actions 
‚on‚on--demand‘demand‘
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Inconsistency ChecksInconsistency Checks

devdev

GroupsGroupsUsersUsers

CHBSCHBS
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•• aAPSaAPS OverviewOverview
•• User CreationUser Creation
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aAPSaAPS ArchitectureArchitecture

• aAPS administrators

• web interface

• database

• platform providers

• target systems
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aAPSaAPS ComponentsComponents
•• aAPSaAPS BaseBase

User InterfaceUser Interface
DatabaseDatabase
Business LogicBusiness Logic
Request TriggersRequest Triggers

•• aAPSaAPS Platform ProvidersPlatform Providers
User Interface
Request ProcessorsRequest Processors
Data ProvidersData Providers

•• aAPSaAPS HRIHRI
User InterfaceUser Interface
Configurable Data LoaderConfigurable Data Loader
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aAPSaAPS Base Base ComponentsComponents

•• IE >= V5.0IE >= V5.0
•• IIS V5.0 IIS V5.0 oror higherhigher
•• HTML HTML RenderingRendering

•• SecuritySecurity and and 
Business Business LogicLogic

•• SQL Server 2000SQL Server 2000

PresentationPresentation TierTier

Business TierBusiness Tier

DataData
TierTier
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aAPSaAPS PlatformPlatform ProvidersProviders

DataData
TierTier

•• Serve as providers to the Serve as providers to the 
systemssystems

•• Pull Pull RequestsRequests fromfrom requestrequest
tablestables and push and push actionaction to to 
targettarget systemsystem

•• ProvideProvide feedbackfeedback aboutabout
updatesupdates

Request Table

Trigger

Active
Directory

Exchange 
5.x

Flat
File
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aAPSaAPS PlatformPlatform Providers (2)Providers (2)
•• Processors communicate Processors communicate 

with request table and with request table and 
providersproviders

•• Several processor/provider Several processor/provider 
pairs may be installedpairs may be installed

•• Each pair may be Each pair may be 
configured redundantlyconfigured redundantly

•• Communication may use Communication may use 
SOAP (Firewalls)SOAP (Firewalls)

•• RequestRequest Management Management 
possiblepossible withwith Web GUIWeb GUI

Request Table

PP 
Processor

Provider

(SOAP)

Processor
• Collates Requests
• Evaluates Requests
• Notifies Provider
• Writes Feedback
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aAPSaAPS PlatformPlatform Providers Providers ConfigConfig..
<<Attribute NameAttribute Name="="sAMAccountNamesAMAccountName" " 

FunctionFunction="="[$Acct.ObjectAttrib0$][$Acct.ObjectAttrib0$]" " 
CategoryCategory="="mandatorymandatory" " DataTypeDataType="="stringstring" " 
ValueTypeValueType="="singleValuedsingleValued" /> " /> 

<<Attribute NameAttribute Name="="displayNamedisplayName" " 
FunctionFunction="="[$View.SystemName1$][$ifnull:[$Vie[$View.SystemName1$][$ifnull:[$Vie
w.SystemName2$]~~~~ w.SystemName2$]~~~~ 
[$View.SystemName2$]$][$ifnull:[$View.System[$View.SystemName2$]$][$ifnull:[$View.System
Name3$]~~~~ [$View.SystemName3$]$]Name3$]~~~~ [$View.SystemName3$]$]" " 
CategoryCategory="="optionaloptional" " DataTypeDataType="="stringstring" " 
ValueTypeValueType="="singleValuedsingleValued" /> " /> 

<<Attribute NameAttribute Name="="homeDirectoryhomeDirectory" " 
FunctionFunction="="[$Acct.ContainerAttrib1$][$Acct.ContainerAttrib1$]" " 
CategoryCategory="="optionaloptional" " DataTypeDataType="="stringstring" " 
ValueTypeValueType="="singleValuedsingleValued" /> " /> 
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•• Account ProvisioningAccount Provisioning
•• Mailbox ProvisioningMailbox Provisioning
•• Request MonitoringRequest Monitoring
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aAPSaAPS HR InterfaceHR Interface

aAPSaAPS
DBDB

•• A Gateway to HR SystemsA Gateway to HR Systems

•• Gateway Table may be defined Gateway Table may be defined 
according to Data provided by according to Data provided by 
HR systemHR system

•• Copy (Pull) from Gateway Copy (Pull) from Gateway 
Table to Table to aAPSaAPS DB happens DB happens 
manually or automaticallymanually or automatically

•• Business rules are appliedBusiness rules are applied

HRHR

Push

HR TableHR Table

User Name: User Name: William TellWilliam Tell

OrganizationOrganization: : WorldFlowersWorldFlowers

Site: Site: Los AngelesLos Angeles

UID: UID: 002345002345

Pull
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aAPSaAPS HR Interface (2)HR Interface (2)
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aAPSaAPS HR Interface HR Interface ConfigConfig..
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•• HRI HRI OverviewOverview
•• Import Import ProcessProcess
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aAPSaAPS ReportingReporting
•• Special DB Special DB ViewsViews to to accessaccess

and and retreiveretreive aAPSaAPS datadata
•• DB DB ViewsViews maymay bebe accessedaccessed

usingusing
OLE/DBOLE/DB
ODBCODBC
SQLSQL

•• DataData ConsolidationConsolidation usingusing
Microsoft ExcelMicrosoft Excel
Microsoft AccessMicrosoft Access
Crystal Reports...Crystal Reports...

aAPSaAPS
DBDB

Report Report ViewView

TransactionTransaction: : CreateCreate

Type: Type: SubjectSubject, EX2000, EX2000

User Name: User Name: bloggsjbloggsj

EE--mailmail: : bloggsj@flowers.chbloggsj@flowers.ch

ODBC
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aAPSaAPS DataData Model Model SubjectSubject
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aAPSaAPS DataData Model Model AccountAccount
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aAPSaAPS DataData Model MailModel Mail
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aAPSaAPS SecuritySecurity
•• PrinciplesPrinciples

See See everythingeverything withinwithin mymy client(sclient(s))

•• AuthenticationAuthentication
Currently Username / Password basedCurrently Username / Password based
Extensible Authentication MethodExtensible Authentication Method
Provides User Identity (UI) if successfulProvides User Identity (UI) if successful
UI is a userUI is a user-->role>role-->>regdeskregdesk ObjectObject

•• AuthorizationAuthorization
Compares role / Compares role / regdeskregdesk with required with required 
resourceresource
Grants access if successfulGrants access if successful
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RegDeskRegDesk centriccentric
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•• SecuritySecurity
•• Role based ManagementRole based Management
•• Management ScopesManagement Scopes
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ImplementationImplementation StepsSteps

aAPS

1

HR load
(HRI)

2

3

provisioning
mode

4

5

data merge
(HRI)

HR TableHR Table

User Name: User Name: William TellWilliam Tell

OrganizationOrganization: : WorldFlowersWorldFlowers

Site: Site: Los AngelesLos Angeles

UID: UID: 002345002345

HRHR

configuration
(config interface)

account load
(batch loaders)
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aAPSaAPS in an ASP in an ASP EnvironmentEnvironment
(Exchange 2000)(Exchange 2000)

•• Exchange 2000 Exchange 2000 offersoffers frontfront--endend / / 
backback--endend layout to layout to accessaccess mailboxmailbox
(HTTP, POP3, IMAP4)(HTTP, POP3, IMAP4)

•• aAPSaAPS offersoffers frontfront--endend / / backback--endend
layout to layout to accessaccess aAPSaAPS GUI GUI forfor
User/User/AccountAccount/Mailbox /Mailbox managementmanagement
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KMU

Internet

aAPS devdev

G roupsG ro upsUsersUsers

CHB SCHB S

Active Directory
Update

Mail Update
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QuestionsQuestions??
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http://http://www.algacom.chwww.algacom.ch


