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vewensevicer  Griinde fiir Sicherheitsaudits
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Kein komplexes System ist absolut fehlerfrei

* Wartung von Firewall,
Betriebssystem, interner =
und externer Server

« Standig neue g LAN

Angriffsvarianten

* Neue Dienste im Internet
konnen zu Konfigurations-
anderungen am Firewall-
System flhren
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Building Module Mainframe Module =~ WAN Module Netzwerkang riff
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Ly g Iiiﬁ i:?\@\%@: Phase 1: Netzwerk erkunden
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Y-S = e B &S | - Phase 2: “Own” a System
) \ % N et S | - Phase 3: Vertrauen nutzen
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Phase 4: Daten stehlen
Phase 5: “Own” the Network

Server
Module
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i L= I et IP-Adressen erkunden
]

1
1 1
LIAD e aan i 1

1
1
1A | -7/ |- Ports scannen
! (== "
s / 1 © Andere Hilfsmittel
. 75 [(==1 1
: Whois
Scorecard:
Network Security 0 DNS
Hacker 0 Web pages
] p ‘/I t e
= — ( Internet ™, .
— S, Angreifer
“~ HTTP/SSL I
ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ <
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Vulnerability Scan
= ' : CGI-BIN Vulnerability

uid=11117 (networkers) gid=1 (other)

D a2 £ 9 & @

1 Home Search Guide Frint  Security  Stop

Qtartan vuan viarm

Goto: Ihttp:a".-’www. wichim, com/cgi-bindwhoiz_raw. cgi?hgdn=208 usr X1 TRE binstermZ 20-displayi 20attacker. machine, com: 0

ex 1lib [13 ”

bash-2.02$ ./ex_lib Get “root

jumping address : efffe7b8 Ergebnis_ KontrO"e
# id " .

uid=11117 (networkers) gid=1(other) euid=0(root) egid=3(sys) uber einen Host

# cat /etc/shadow

 Internet

< 1 s

PR Angreifer
|
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BRSNS Vertrauensbeziehungen ausnutzen
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* Weitere Erkundung
: Log Files analysieren
I Prozesse
: Konfigurationsdateien
|

i |
A ‘ ISKP
=g 1 1 N AL

I RTTTRTITN |
=g

v/

1

1, Ny

P ) 7S Password Cracking
Sniffing
Scorecard:
Network Security 0 - Back-End Datenbank
Hacker ! gefunden

Back-End
Database
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PE:C0CES Diebstahl von Informationen
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p=======-qr=-=p-=5-------- -Einsatz von Port
AW WTT7/77 Redirection
| I ! & | - Angriff ausfiihren
1 I ./
1 B N] !+ Root durch “cracked”
b= d === Passwérter
Scorecard: ) Source: Web Server Source: Angreifer
Network Security 0 Destination: Back-End Destination: Back-
Hacker 2 Database End Database
Port: 22 (SSH) Port: 22 (SSH)
-
1
1 Back-End >
1 Database
L
1 ‘
— o 4 Angreifer
——————————————————— =l
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rewensece Own® the network
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e e e ettty .+ Angreifer ist “hinter”
wwsw: [fls [ RIFS derFiowal

J -y . J - - -
! 2 & a7 1 @ @ Keine Sicherheitsvor-
| P s ! kehrungen mehr

168 & ) — .

T “R‘ r‘;%/"‘ == - Weitere Erkundung
Scorecard: L == Vulnerability Scan
Network Security 0 JE02 %‘I
Hacker 2 \

= Back-End
<D, Database

T &S——

N

| /"
( Internet ’ .
Y X /1 Angreifer
g A
1

OWNED: HTTP/SSL
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DRACHENFELS
veworsevices—— Qwn the whole Network
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* Angreifer ist “hinter”
der Firewall

| « Keine Sicherheitsvor-
,  kehrungen mehr
1
1

* Weitere Erkundung
* Vulnerability Scan

* Angreifer hat einen
neuen Spielplatz

Scorecard:
Network Security 0
Hacker
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BRSNS Was muss geschutzt werden?
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* T CHTHL> <HERD>

| TITLE*501 Hethod
mplemented< /TITLE?
</HERD> <BODY>

<A HREF="mailto:webmasterBdecus. de™>www . de

HTHL>

weO™enG @

Bgcus.decus.de 5.3 Andn) ESHMTP server ready at Wed, 2 Apr 2003 17:31:14BY
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NetworkServices
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Was muss geschutzt werden (Bsp)?
&9 Remote Access

LAN 491& Internet

I IDS
VPN =

IV *Mail

E %ﬂ +DNS

— « VPN

. -l Concentrator * FileServer
Radius .
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NetworkServices

_ Schwachstellenanalyse
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= Physikalische Security

= Serverschranke, Klimaanlagen,
USV, Einbruchschutz

|
I

= Interne Security

=

= Authentisierung, Accounting, Verschliisselung
= Screen Logging

» PW Change - One Time PW
= PW Reminder

www.decus.de
www.drachenfels.de
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BL GRS Schwachstellenanalyse
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=PeerToPeer Netzwerke (ehemals Napster)
=eDonkey
sKaZaA

=Gnutella

sInternetzugang
=Policies fiir ausgehendes Verkehr
=Moglichst eigener Proxy fiir jedes Protokoll § s |

=Beschrankter Internetzugang fiir Server
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Wo liegen die Gefahrenpunkte?

Warum und was muss geschutzt werden?
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vwensevee Aufbau eines “sicheren” Netzwerkes

26. Decus Symposium - 1F01

Userbasierende ACL ) gerver LAN mit User basierender
Admin LAN IDS [ ) Dateiverschliisselung

A " jeweils fiir IR, F&E, ....

N

interne DMZ fiir interne Dienste
wie Mail (Exchange), internes DNS, FTP,
Syslog, NTP, Authentifizierung, SNMP,
Content Filtering, WEB Proxy

]
?ﬂiﬁ.;.gm

;—3 — = Private IP Adressen
Client g
Externe DMZ fiir externe Dienste
5 I—‘ wie Mailrelay (incl. Virenfilter), externes DNS,
. VPN, FTP, PartNet etc.
Internet Offizielle IP. Adressen
www.decus.de 7@' Folie 17
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Wo liegen die Gefahrenpunkte?
Warum und was muss geschutzt werden?

Wie schiitzt man das Netzwerk grundlegend?

Internes Sicherheitsaudit

Werkzeuge zur Uberpriifung von Gefahrenpunkten
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BRIV Externes Sicherheitsaudit

26. Decus Symposium - 1F01

= \/erwundbarkeiten durch Attacken
und Penetration

= |DS Effektivitat

= Wireless 802.11b

= Telco (PBX, VolIP, voice mail)
= Social Engineering

= Anwendungen

www.decus.de
www.drachenfels.de

DRACHENFELS . . .
PE:C0CES Vorgehensweise bei einem Audit

26. Decus Symposium - 1F01

Sammeln Aufspiiren von Weitere Tests
Proicktbedinn von Information Schwachstellen und Analysen
Jexibeg (Phase I) (Phase Il) (Phase Ill
\ 4
Prasentation des Erstellen des Taktische Angriffe
Reports beim Analyse (Optional)
Reports
Kunden
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% This is the RIPE Whois server.

% The objects are in RPSL format. gg:ﬁggs (I:_Ihristian Kroner
% . ;

. . . ddress:  Freischuetzstr. 91
% Rights restricted by copyright. a . )
% See http:/lwww.ripe.net/ripencc/pub- :gg::g:: D-81927 Muenchen
services/db/copyright.html phone:

inetnum:  62.245.201.0 - 62.245.201.7
netname: DECUS-NET

descr: Decus Muenchen e.V.
country: DE
admln c P

476-RIPE

e-mail:

Eva Heinold

Freischuetzstr. 91

D-81927 Muenchen

Germany

+49 911 616 0160
eva.heinold@hp.com
EH476-RIPE

MNET-MNT

markart@m-net.de 20021107

source:  RIPE

mnt-by MNET-MNT
changed: vierke@m-net.de 20020828
source:  RIPE

www.decus.de Folie 21
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_T_ron“}I XIV}X%"Postmaster@decus .de" "MX Mail Delivery System" 14-AUG-2002 18:08:37.60
o:
Subj: Delivery status notification

[.]

This is a report on the delivery status of your message.
Message-ID:
Subject: holldays V 2.0- 008
--Falled delivery to: B

nspecmed permanent failure)
mofe- MTA dns;
iagnostic-Code: smtg transaction failed
554 Mailbox unavailable.
Last-Attempt-Date: Wed, 14 Aug 2002 18:08:37 +0200
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NetworkServices

_ Analyse der Gefahrenpunkte
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Sammeln Aufspiiren von Weitere Tests
Proiektbeginn von Information Schwachstellen und Analysen
Jexibeg (Phase I) (Phase Il) (Phase Ill
\ 4
Prasentation des Erstellen des Taktische Angriffe
Reports beim Analyse (Optional)
Reports
Kunden
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it yFoous HOME Yulies Archive: Yendor - Netscape B al®] xl
. Be £t Yew G0 foomas [pob Widow b
o Q’ Q O Q (D) | bt fwws.secueifocus. ceqleg-binsforine e pl | (&) do @
o A o T Sotweh | P oclenis PIGs0 5 Disco Connwel.. 5 NETExplorsw *... % Goge % auth
2] - SevurityPocus HOME Vulns Auchive: Vender | =]
MyAcownt | Abods | Meda R | Comact =
 SecurityFocus ™
[ by wndor I'i" Ty by beyward by bgiaa | (L]
Vendor | Apache Sofware Foundstion =l
Title | Apache |
wersion |1.3.26 =
*2003-03-11: ¢ Key Remote Buffer Overflow
0 3-03-06 eb Benchmarking Buffer Overflow Inerability
eb Benchmarking Read_C Bulfer
::r::'\-c"\:\'\;l
vulnerability
wrabity'
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Vorgehensweise bei einem Audit
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shp Fike Descriptor Leakoge Vulnerabil - Netscape

- ER Yew fo Beodmads Took Wndow Helr

.00 09 o= ;

vere O Sawch  JBeckmuks CICmte “ Cheo Comaeti... % METEplom ... Google % mth
)| . SenwryPecus home wins dscussin: tpac. | =]

e

< SecurityFocus " N T

YULNS
WULNERABILITIES. By Vendor
apathe mod_php File Descrigtor Leakage Vulnerability <
O e L T — -
A vulnerabslity has baen discaverad in the med_shp madule availsble for Avache wab SR
servars that may, under some driumstances, leak fle descrater infarmaticn. B expleiting By GVE I
this vulnerabilty &£ may be possible for a remote attacker to reusa hle descrptors used by
i b daemen, effectively Laking contrel of TCP port 80,
Exploitation of this issue may allow an attacker to bind & malisious server in olace of
Apache httpd server.
I8 shaukd be neted that this issus is explaitable only if the 'safe_made’ PHP option is
disabled.
Disclaimer | About The Vulnerability Datsbase
Fur additions ur correetions please smal yuldb@sscuriteions. e
B ER S OF[) covuren bom (2.8 weat) ; =
. v 1 3 "
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whois, port etc Vulnerability Scan Verifikation

Schwellwerttest

www.decus.de ¥ \ . Y Folie 26
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Risiko = Geschiitzter Wert * Verwundbarkeit * Wahrscheinlichkeit

Grad des Risikos Popularitat der Verwundbarkeit
Emsthaft 29 Weit verbreitet BAuBergewéhnIich
Mittel 71 =
m Emsthaft.  7.3% o AuBergewdhnlich: 2.0%
= Mittel: ~ 17.9% B Populdr : 84.8%
o Gering:  74.7% = Weit verbreitet :  13.2%
. Gesamt: 100.0% Gesamt: 100.0%
Gering 296 Popular
340

Beispiele fiir die unterschiedlichen Kategorien:

Ernsthaft: telnet Zugang, obwohl SSH méglich ist; veraltete Sicherheitspatches
Mittel: Preisgabe des HTTP Servers
Gering: Einsatz von PC-anywhere

www.decus.de Folie 27
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NetworkServices Fehlerkategorisierung
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Host 123.123.123.123 server.firma.de
Serious
PHP File Upload Overflow Popular 23400 6554 80
Medium
Sensitive information displayed ~ Popular 23403 6072 80
Low
WWW Web Server Version Widespread 23228 1098 80
Trace route to host Popular 23229 439 ICMP
www.decus.de Folie 28
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PHP File Upload Overflow

Risk Factor: Serious

References :

DESCRIPTION :

PHP is a cross-platform, server-side, embedded scripting
language used in many Web server environments. PHP
versions prior to 4.2.0 are vulnerable to several buffer
overflow vulnerabilities in the handling of file uploads. By
uploading a PHP form containing specially-crafted MIME-
encoded data using the HTTP POST method, a remote
attacker can overflow a buffer and execute arbitrary code
on the Web server with elevated privileges.

vhwosenc: Fehlerbeschreibung

Popularity : Popular

SCE : 6554 CVE : No Published CVE/CAN Fix Type : Configuration - Application

SOLUTION :

Upgrade to the latest version of PHP (4.1.2 or later) or
apply the appropriate security fix for your PHP version,
available from The PHP Group Web site.

www.decus.de Folie 29
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Wo liegen die Gefahrenpunkte?
Warum und was muss geschutzt werden?
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vetworesenvees  |nternes Sicherheitsaudit

26. Decus Symposium - 1F01

= Verwundbarkeit — Viren oder Wirmer
= Physikalische Sicherheit

= Anwendungen & Entwicklung

= Wireless

= P2P

= Virenschutz

= Telco (PBX, VolP, voice mail, etc.)
= Attacken & Penetration

= Policy und Prozedur Plan

= Social Engineering

= |nventarisierung

www.decus.de Folie 31
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Task Master
Send/receive tasks
Aggregates results

Rt AN\
GIMPS

The Great Internet Mersenne Prime Search
Finding the 5 Largest Known Primes

Raw Processed .
Client A chunk B chunk B Client .C
Computing Computing
Client B
Computing

Datenberechnung wird verteilt

Programminstallation von nicht freigegebenen Programmen

Unkalkulierbarer Datenfluss

www.decus.de Folie 32
www.drachenfels.de © Drachenfels 2003




EDRACHENFELS

NetworkServices
26. Decus Symposium - 1F01

www.decus.de
www.drachenfels.de

Gnutella: search queries and results

é, A\ V.

From 123

Folie 33
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NetworkServices
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www.decus.de
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Gnutella: when simple fetch fails

/

Folie 35
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Protocol Utilization im Internet

Others
44%

HTTP
11%

IPSec+GRE 3%
Games 2%

KaZaa 9%
Napster
9%

eDonkey
Gnutella 10%

12%

P2P = 40%

Peering traffic data collected 9t of July 2002 in a large European ISP

www.decus.de
www.drachenfels.de
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Wo liegen die Gefahrenpunkte?

Warum und was muss geschutzt werden?

Wie schiitzt man das Netzwerk grundlegend?
Vorgehensweise bei einem externen Sicherheitsaudit

Internes Sicherheitsaudit
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Abfrage der
Routerinformationen,
entdecken der
Nachbarn

_ Abfrage der f
.| benachbarten e %
Geréte &=
e .t Folie 38
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(o r——

[ FEupper———
e =
W - mioromet-a
Wi - rethios-om
Bomrers e Wl ttp thomne tatuadt
Top Atacked Ports Trends
- &0 025 smip
nemiosns 137 V50 v
mesgm 143 1445 microson.ds
wrip % D135 reiosssn
microsolds 445 S53  domain
febios4sn 130 2 1434 me-sgbn
oDonkey 2000 4562 24685 eDooknm 2000
ident 13 26346 Bearshars Roconds ® Axs 1 © Aus 2
B ] D 1214 Grodster Targets © Auis ! ® Axs2
doman L1 2113 ident Souwces © Ads 1 F Ads 2

S137 nettiosns
| Lagend: The smows sicate changes m actiaty over fhe laat 2 days compared
12 The avmrage actroty v the st 0 g

I:-mwwnm-p U ducrasnnd sctmey OV mcmanet sctwey

Plot Percent or Absoly

# Porcert © Abgokt

$ ¥ "z ¥R R

Tirme Frarme: [T Doy =]
Seewt

ed for this port {from
Date  Scurces Targets Records
Y- R = = : =
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http://www.ntop.org/ntop.html

HTTP

Telnet
MEios-IP
Mail
DHCP/BOOTP
Gnutella
Morpheus
Winmx
Audiogalaxy

www.eicar.org
Check des Virenscanners
X50!P%@AP[4\PZX54(P")7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-
FILE!$H+H*

www.decus.de A Folie 40
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| Adresse [ httpjjwvm.sans.orgftep2a]#index

Top Vulnerabilities to Windows Systems

W1 Internet Information Services (11S)

W2 Microsoft Data Access Components (MDAC) -- Remote Data Services
W3 Microsoft SQL Server

W4 NETBIOS -- Unprotected wWindows Networking Shares

WE Anonymous Logon -- Mull Sessions

W6 LAN Manager authentication -- Weak LM Hashing

W7 General Windows Authentication -- Accounts with No Passwords or weak Passwords
W8 Internet Explorer

W39 Remote Reqgistry Access

W10 Windows Scripting Host

Top Vulnerabilities to Unix Systems

U1 Remote Procedure Calls (RPC)

U2 apache Web Server

U3 Secure Shell (SSH)

U4 Simple Metwark Management Protocol (SKMP)
US File Transfer Protocal (FTP)

s R-Services -- Trust Relationships

U7 Line Printer Daemon (LPOY)

U8 Sendmail

L3 BIND/DNS

U10 General Unix Authentication -- Accounts with No Passwords or Weak Passwords

www.decus.de Folie 41
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linux-tho:~ # nmap -sS -O 213.70.24.134

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Insufficient responses for TCP sequencing (0), OS detection may be less accurate
Insufficient responses for TCP sequencing (0), OS detection may be less accurate
Interesting ports on proxy3.drachenfels.de (213.70.24.134):

(The 1594 ports scanned but not shown below are in state: closed)

Port State Service

22/tcp  open ssh

49/tcp  open tacacs

111/tcp open sunrpc

119/tcp open nntp

6000/tcp open X11

8080/tcp open http-proxy

10000/tcp open snet-sensor-mgmt

Remote operating system guess: Linux 2.4.17 on HP 9000 s700

Nmap run completed -- 1 IP address (1 host up) scanned in 20 seconds

www densretho:~ # Folie 42
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File Session Communications view Help

AE Xz QR §FRA

jame [ server- [ user [ Connection | Targets | comments. |
@i 2ix
@ lack » 1
I-dra Targets | Optians | Partscan | Connection Plugins | Comments |

IV Use session-specifis plasie =

Ploginist < |
108 plugins curentyy s | =3 Backdoors 2] | Plugn iform

jon Disable All
. ) {553 Paasic Molhership Delec. | ogeedyerion cetecton
Select plugins ot This serpt is Copyicht [C) 2001 SeculTeam i

ahaca i
s | Categons Info W Inuse

Bugbear worm Desciiption Enable NonDoS

Plgins selection

Mate: Itis recommends
making plugin selection

plagins can b missed. Cait32 ChangeAdminPassword [Your machine is infected with the ‘Code Red' worm. Your - -
) VR e |
Check for YNC
Solutior
Check for YNC HTTP 1) Riemave the file root.exe from both directorizs:
Ci Ninetpubhscripts : :
Darsie Shopping Cart backdoor '
DieepThroat and

Fingsr backdoor

FTP Service Allows Any Usernal )
GateCrasher 2] Install an updated antivins program [this vill iemove the
GiFriand Eplorer exve Trojan)

3] Set SFCDisable in hkmhsoftwars\microsoltwindows

/ Inthcunentyersioniwinlogon to:

JRun Sample Files 4] Remove the two newly created vittual directories: € and D
Kuang? the Vinis [(Created by the Trojan) )

T— 5] Make sure no othe: fies have been modfied

HRGieDistalltboonys _|_I s recommended that hosts thet have been compromisedby =

\program flles\zommen fles\systemrisads

115 Possible Compromise
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¥
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® Baseline Security Analyzer

View security report

Sert Orchor: [Sceem (wmst 1) =]

Pk it th 62an
™ Pk muipie computers bo scan
T ks smcurty smpunt 1o viewt
I Wiew n securky repoit

O Sarver Scan Results

o Alis
T Merosft Baseine Seouky Anshvre )

el QU fccousd  Sermm S0 uise sccoured {1 o 1) e blank or seeple pusiereond
T Hoout Mcresolt Baseine Securtty Pasreird Te ot s ccorrmdd  Fomalt et How o corvect Ehwe

T Mererolt Secuety Wik se

The 5o’ password and SO
What was starned  fesut dstaly
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e leome to AccesiDiverttt
Search | Dictionary | History | Setings | Prow  Evplater | Extras tocls | Sacks | Auto-Fit |
= B {50 £ ereRT | Find in the list ?
™ Pedis are bits (364 [ 403 ar bits Proy: proxgB080 o
[ Zane [_Path | Status [ -]
#webB00 Local 404 - Not Found
#~web300 Local 404 - Not Faund
e Local 404 - Mot Found X
Admirl Local 404 - Mot Found
Hwidenet Local 404 - Not Found
#widenet Local 404 - Mot Found
Awnu Local 404 - Not Found =
7wy Local 404 - Mot Found
Jofs. web-charge Local 404 - Not Found
ofs.web-charge Local 404 - Mot Found
ofs Local 404 - Mot Faund
fseaichd7. s Local 404 -Not Found k=
fegilocal Local 404 - Mot Found
fete Local 404 - Not Found
# hipasswd Root  OK - Forbidden zone (403) J
Jhtaccess Foot 0K - Forbidden zone [403)
/.passwd Foot 404 - Mot Found
L passwid Fioot 404 - Not Found
fhtpasswd Foot 404 - Mot Faund
Mhtpasswrd Fioot 404 - Not Found
fhtaccess Root 404 - Mot Found
Jpasswnd Fioot 404 - Mot Found
. pazzwid Root 404 - Mot Faund
hipassid Fioot 404 - Nok Found =
Path to acces:
+ @ Root (" Local | Zone I/cg\—wmfcnunt i = +
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2 [T b xbarbee Tocl it |
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E
L ke b |Home | Knntakd | inpresnum | Dstemchurz |
Ubercas D51 || Aktustes | fobwTikad | Versnataburgen | Putlkstionen | Engish
Unix-Sicherheits-Tool
USET

Besthrsbung
E-Government
L

trag SAVE-Anwendertagung 2002 L {161 KB}
FYEES Update Wersion 2.00 43,76 MB)

Beschreibung

Das BS|Tool Sichere Unix Ni ninistration (L J"‘I'IT) uriterstitzt den Administrator dabei, Unis-Rechner auf sicherheitsrelevante
Einstellunigen 1 profen une Dianeten T Vorschiage fur un- Behebung von
5 r.m.an Ao v o e i rmullm'u tier Tl Soie fiest 5

undl H 5 IT-C i BS| M SR Vargaten g Grun umqu ur die
bucnnmnnun'umrqm 63 Tools Gar. MAKETE INToMmabanen TUMm FURKBANSUMFang von USEIT 3owie Tu 8n untersbltmen
UntgLinus-Flatdfommen

5 Gl A O [ | Docurent: Done (0561 e} === ) |of®
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= Netzwerksicherheit ist ein dynamischer
Prozess.

= Sicherheitsverfahren werden Bestandsaufnahme (Test)
kontinuierlich dem Bedarf angepasst.

= Folgende Schritte werden durchlaufen:

\

Sicherheits

Uberwachung e

+——>

/

= Phase 1: Bestandsaufnahme /Test
= Phase 2: Analysieren/Optimieren

4—») Analyse

= Phase 3: Sicheren Zustand erzielen Sicherung

= Phase 4: Uberwachen -
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Schneller erscheinende Releases = Mehr Fehler = Mehr Schwachstellen

60000 3000
40000+ 2000
20000+ 1000
0 0
94 95 96 97 98 99 20002001

Anzahl der Vorfille

usjIa}IBqPUNMIBA J3p |YBZUY

B Vorfalle - Verwundbarkeiten

[ Das erste Release von Windows 2000 beinhaltete etwa 63,000 bekannte Defekte. ]
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Studie der CSI/FBI 2002

Von 503 Institutionen erlitten It. eigenen Angaben

85%
90%

79%
_ 091%

85%

94%

Einbriiche innerhalb der
letzten 12 Monate

Finanzieller Verlust durch
Einbriiche

Angriffsziel ist der
Internetanschluss

Angriffe von aufen

’ Denial of Service Attack ‘

Netzmissbrauch durch eigene
Mitarbeiter

’ Computervirus entdeckt ‘
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www.decus.de Folie 49
www.drachenfels.de © Drachenfels 2003

EDR!‘.CHEI‘JFELS

NetworkServices
26. Decus Symposium - 1F01

Studie der CSI/FBI 2002

96-98

Millionen US Dollar
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2000

2001
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44% derjenigen, die an der Studie 2002
teilnahmen und finanziellen Verlust erlitten,
konnten den Schaden genau beziffern.

Es wird vermutet, dass der eigentliche
Schaden erheblich hoher ist!

&3elnstitutionen nahmen an der Umfrage teil

400 500

Durchschnittlicher Schaden
pro Einrichtung rund
2 Mio. US-Dollar
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