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Unix Unix Unix Unix
pam_unix.so pam_unix.so pam_unix.so pam_unix.so

Security check Systemlimits

pam_securetty.so pam_limits.so

Login status
pam_nologin.so
Umgebung anpassen

pam_env.so
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[NWZNET_ADAMH Properties 2]

Environment | Sessions | Fiemate convial | Temingl Services Prafile |
Genersl | Addiess | Account | Profle | Telephones | Organization |
Published Certiicates | Member Of | Diakin | Object | Secuity Trub4 Unix

1~ Unix Account Atribul
Usemame: berntzer
f
567
Tp— T —
e— I —
St e —

—Descript

Unix specific attributes associsted with the current user, If left blank no
unis attributes are associated with this user

The usemame may b the: same as the Windows usermame, of it may be
differert due to length restrictions of Uik usemames.

ok I Cancel

dmins Properties [7]

General | Members | Member@f | ManagedBy
Object | Secuiity TruB4 Unin

~Unik Group

Groupname: ruppel

Gid: 456

Group members: benutzeri]

—Descript

Unix specific attibutes associated with the curient group. I left blark, no
unis attibutes are associated with this group.

The groupnam may be the same s the Windows groupname, of it may
be diferent due to Unix usermame length restictions

ok I Cancel
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+ /etc/nsswitch.conf

$

)
$ &
#

passwd: compat
groups: compat

$ &,

+ /etc/ldap.conf

host DC1 DC2 DC3

ssl

base dc=child ,dc= root ,dc= tld

o][4]

on

ddn cn=ldap,cn=users,

dc=child ,dc= root ,dc= tld

UKV
scope sub
pam_filter objectclass=user

pam_login_attribute

pam_password ad
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$ &,

nss_base passwd dc=child ,dc= root ,dc= tld ?sub
nss_base_shadow dc=child ,dc= root ,dc= tld ?sub
nss_map_objectclass posixAccount User
nss_map_objectclass shadowAccount User
nss_map_attribute uid sAMAccountName
nss_map_attribute unigueMember member

nss_map_attribute homeDirectory
msSFUHomeDirectory

nss_map_objectclass posixGroup Group
nss_map_attribute cn sAMAccountName
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$ &

# getent passwd 4

1% L |

root:x:0:0:root:/root:/bin/bash
UKV

ntp:

X:74:65534:NTP

daemon:/var/lib/ntp:/bin/false
UKV

use

rl:x: 123456 :123:Benutzer Nummer Eins

:/lhome/userl:/bin/bash

use

r2:x: 123457 :456:Benutzer Nummer Zwei

:/lhome/user2:/bin/ ksh

use

r3:x:1234:890:Benutzer Nummer Drei

:lhome/user3:/bin/bash
UKV

&(,
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/etc/pam.d
) ¢

#Is /etc/pam.d
su rlogin other xdm ssh login

15.11.2004

11



DECUS Herbstreffen 2004 15.11.2004

& ( pam_unix2.so R

(letc/passwd  ;)+;$ &;,
[etc/security/pam_unix2.conf

B 7
auth: use_krb5 nullok
account: use_krb5
password: use_krb5 nullok
session: none

+ /etc/krb5.conf ,
[libdefaults]
default_realm = CHILD. ROOTTLD
default_tgs_enctypes = des3-hmac-shal des-cbc-crc
default_tkt_enctypes = des3-hmac-shal des-cbc-crc
dns_lookup_kdc = true
clockskew =300
[realms]
CHILD1. ROOTTLD ={
kdc = DC1 child . root . tld
default_domain = child . root . tld
kpasswd_server = DCL1 child . root . tld

[domain_realm]
.child .root .tld = CHILD. ROOTTLD

)& *
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(_

+ /etc/samba/smb.conf

l [global]
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workgroup = CHILD
os level = 0

time server = No
unix extensions = Yes
encrypt passwords =yes
map to guest = Bad User
[...]

wins support = No
[2]

security = DOMAIN
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& Q

+ /etc/security/pam_mount.conf

(
$

debug O
mkmountpoint 1

[..]

volume *smb  fileserver & ~
uid=&,gid=&,dmask=0  700,fmask=0 700
,workgroup= CHILD - -

& Q

# 9 Q

/etc/pam.d/sshd

#%PAM-1.0

auth required pam_unix2.so # set_secrpc
auth required pam_nologin.so

auth required pam_env.so

auth optional pam_mount.so use_first_pass
UKV

session required pam_unix2.so none # trace
or debug

session required pam_limits.so
session optional pam_mount.so
UKV
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hp Tru64 UNIX
L2
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